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About This Document
This documenprovides hardware and softwarénformation of the Robustel B0O20 Router, including introduction,
installation, configuration and operation.

Copyrigh©2020Guangzhou Robustel LTD
Allrightsreserved.

Trademarks and Permissions

@ robustel robust@ls aretrademark of Guangzhou Robustel LAD othertrademarks and trade

names mentioned in this document are the property of their respeatiwaers.

Disclaimer

No part of this document may be reproduced in any form without the written permission of the copyright owner.

The contents of this document are subjectdoangewithout notice due to continued progress in methodology,

design and manufacturing. Robustel shall have no liability for any error or damage of any kind resulting from the ust
of this document.

TechnicalSupport
Tel:+86:20-29019902
Fax:+8620-82321505
Email:support@robustel.com
Web: www.robustel.com
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Important Notice

Due to the nature of wireless communications, transmission and reception of data can never be guaranteed. Data
may be delayed, corrupted (i.e., have errors) or be totally lost. Although significant delays or losses of data are rare
when wireless devices el as the routefsused in a normal manner with a welbnstructed network, the router

should not be used in situations where failure to transmit or receive data could result in damage of any kind to the
user or any other party, including but not limitéal personal injury, death, or loss of property. Robustel accepts no
responsibility for damages of any kind resulting from delays or errors in data transmitted or received using the
router, or for failure of the router to transmit or receive such data.

Sakty Precautions
General
The router generates radio frequency (RF) power. When using the r@ater must be taken on safety issues
related to RF interference as well as regulations of RF equipment.
Do not use your router in aircraft, hospitals, petrol stations or in places where csilodarproducts is
prohibited.
Be sure that the router will not be interfering with nearby equipment. For example: pacemakers or medical
equipment. The antenna of theuter should be away from computers, office equipment, home appliance, etc.
An external antenna must be connected to the router for proper operation. Only uses approved antenna with
the router. Please contact authorized distributor on finding an appraw@enna.
Always keep the antenna with minimum safety distance@£r2 or more from human body. Do not put the
antenna inside metallic box, containers, etc.
RF exposure statements
1. For mobile devices without gacation (the transmitting antenna is instdl or located more than 20cm
away from the body of user and nearby person)
FCC RF Radiation Exposure Statement
1. This Transmitter must not be docated or operating in conjunction with any other antenna or transmitter.
2. This equipment complies with FCC Rkaton exposure limits set forth for an uncontrolled environment.
This equipment should be installed and operated with a minimum distance of 20 centimeters between the
radiator and human body.
Note: Some airlines may permit the use of cellular phonesenthié aircraft is on the ground and the door is open.
Router may be used at this time.

Using theRouterin Vehicle
Check for any regulation or law authorizing the useeafulardevicesn vehicle in your country before installing
the router.
The driver or operator of any vehicle should not operate the router wdilang.
Install the router by qualified personnel. Consult your vehicle distributor for any possible interference of
electronic parts by the router.
The router should be connectedt G KS @SKA Of SQ& & dziplolecked tardigaliibthe 0 &  dza
GSKAOEt SQa FdzaS o62E®
S OFNBTFdz 6KSYy (GKS NRdAziSNJ Aa LR6SNBR o0& (GKS @SKA
period.

ProtectingYour Router
To ensure errofree usage, please install and operate your router with care. Do remember the fotjow
Do not expose the router to extreme conditions such as high humidity / rain, high temperature, direct sunlight,
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caustic / harsh chemicals, dust, or water.

Do not try to dimsssemble or modify the router. There is no user serviceable part inside and the warranty would
be void.

Do not drop, hit or shake the router. Do not use the router under extreme vibrating conditions.

Do not pull the antenna or power supply cable. Attachéd by holding the connector.

Connect the router only according to the instruction manual. Failure to do it will void the warranty.

In case of problem, please contact authorized distributor.
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Regulatory and Type Approval Information
Table 1:Directives

2011/65EU | The European Rol2®2011/65/EU Directive was issued by the European parliamen
and the European Council on 1 July 2011 on the restriction of the use of certain

Hazardous substances in electrical and electronic equipment.

2012/19/EU | TheEuropean WEEE 2012/19/EU Directive was issued by the European parliamen
and the Europeaouncilon 24 July 2018n waste electrical and electronic equipmen ﬁ

2013/56/EU | The European 2013/56/EU Directive is a battery Directive which published in tbfi¢tal gazette
on 10 December 2013. The button battery used in this product conforms to the stands
2013/56/EU directive.

Table2{ G yRI NRa 2F (KS St SOGNRBYAO AYyRdzZAGNE 2F GKS t S21
SJT The electronic industrgtandard of the People's Republic of China SJ/T 143631 ¢ & w S |j
113632006 | for Concentration Limits for Certain Toxic and Hazardous Substances in Electronic Informati

t NERdzOGa¢ AaadzSR o0& GKS YAyAaldNR 2F ao0ifT2N

November 6, 2006, stipulates the maximum allowable concentration of toxic and hazardous

substances in electronic information products.

Please sedable 3for an overview of toxic or hazardous substances or elements that might be

contained in product parts in concentrations above the limits defined by SJ/T

SJT The electronic industry standard of the People's Republic of ChinaEBB#F4nmn & [ | 0

113642014 |wSIljdZA NBYSy ia F2NJ wSAGNAOGSR 'asS 2F | 1 NR

issued by the ministry of Industry and information technology of the People's Republic of Chi

July 9, 2014, stipulates the Labeling reegments of hazardous substances in electronic and

electrical products, environmental protection use time limit and whether it can be recycled.

This standard is applicable to electronic and electrical products sold within the territory of the

People's Regblic of China, and can also be used for reference in the logistics process of eleg

and electrical products.

The orange logo below is used for Robustel products: ‘10'

Indicates its warning attribute, that is, some hazardous substances are containedprottiuct.
The "10" in the middle of the legend refers to the environméigndly Use Period (EFUP) * of
electronic information product, which is 10 years. It can be used safely during the
environmentfriendly Use PeriodAfter the environmental protectio period of use, it should ente
the recycling system.

*The term of environmental protection use of electronic information products refers to the ter
during which the toxic and hazardous substances or elements contained in electronic inform
productswill not be leaked or mutated and cause serious pollution to the environment or seri
damage to people and property under normal conditions of use.
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Table 3:Toxic oHazardousubstances oHements withDefined ConcentrationLimits

Name of| Hazardousubstances
the Part (Pb) (Ho) (Cd) (Cr(VD)) | (PBB) (PBDE)| (DEHF | (BBP) (DBPR (DIBP)

Metal
parts

0 0 0 o - - - - - -

Circuit
modules

Cables
and cable
assemblie
s

Plastic
and
polymeric
parts

0:
Indicates that this toxic or hazardous substance contained in all of the homogeneous materials for this parf
below the limit requirement in ROH0.

X

Indicates that this toxic or hazardous substance contained in at least one of the homogeneous materials
part might exceedhe limit requirement in ROHS0.

Indicates that it does not contain the toxic or hazardous substance.
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DocumentHistory

Updates between document versions are cumulative. Therefore, the latest document version contains all updates
made to previous versions.

Date Firmware Version | Document Version| Change Description
Dec. 292®0 3.11 v.1.0.0 Initial release
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Chapter 1 ProductOverview

1.1 Key Features

Robustel R5020 du&@IM VPN wireless router supports WCDMA 3G network, LTE 4G network, and 5G network to
provide highspeed wireless network bandwidth for devices through wireless connection, and it haSiddabard

backup to ensurstable wireless network connection

R5020 adopts RobustOS, the operating system developed by Robustel, which is based on Linux and applicable to
most ofw 2 0 dz&dutBrid€Y@esBesideghe basic network functions and protocols, the system brings custsme
more diverse, convenient and practicalstomizedexperience Alsq Robustelwill provide partners and customers

with SDK, allowing users to develop their own functions using C language. In adRiifbustelwill also provide rich

App applications running on RobustOS to meetftagmentedmarket demand of 10T applications

1.2 Package Contents

Before installingrour R502 Router, verify the kit contents as following.
Note: The following pictures are for illustran purposes only, not based on their actual sizes.

1 xRobustel BO20 High Speed Smart LTE Router

1 x3-pin 3.5 mm malgerminal block with lock for powesupply
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1 x 2*5pin 3.5 mm malgerminal block for serial port

Note: If any of the abovéems is missing or damaged, please contact your Robustel sales representative.
Optional Accessoriegsoldseparately

LTESG SMAJ cellular antennarbber antenna)
Rubber antenna

RRSMAJWiFiantenna(stubby/magnet optional)

Stubby antenna Magnet antenna
=

RRSMAJGP& 5Gantenna

/}\
Z

»

/

Wallmounting kit

e
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35mm DN rail mounting kit

i

Ethernet cable

AC/D(power adapter (12\VDC, 1.57A; EUUSUK AU plugoptional)

\

1.3 Specifications

Cellular Interface
Number of antennas: GANTQANTLGNSSANT2GNSSANT)
Connector: SMAK
SIM:2(3.0V&1.8YV)
Standards5G NR.TEFDD/LTHDD/WCDMA
5G max UL/ =80/ 445Mbps
LTEFDD maxUL/DL=100/250Mbps
LTETDD: maXJL/OL= 100/250 Mbps
WCDMA: makxJL/0OL=5.76/42 Mbps

Ethernet Interface
Number of ports4 x10/100/1000 Mbpg3 x LAN + 1 x WAN)
WAN port: Supports 802.3at PD feature (optional) on ETHO
Magnet isolation protection: 1 KV
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WiFi Interface
Number of antennas: 2 (WiFil + WiFi2)
Connector: REBEMAK
Standards: 802.11a/b/gfac, 2*2 MIMO, supports AP and Client mosle
Frequency bands: 2.412.472 GHz (2.4 GHz ISM band)
5.15-5.825GHz (5 GHz ISM band)
Security: OpenWPA, WPA2, WEP
Encryption: AES, TKIP, WEP64
Data speed: 5G: Up to 867Mbps
2.4G: Up to 300Mbps

GPS (Optional)
Number of antennas2 (ANTLGNSS.5 ANT2GNSSL])
Connector: SMAwith 50 ohms impedance
GNSS TechnologgPSGLONASS, Galileo, BeiDou
Tracking sensitivity160 dBm
Horizontal position accuracy: 2.5 m

Serial Interface
Number of ports: 1 x R32+1x R885
Connector2 x5-pin 3.5 mm female socket
ESD protection: +15 KV
Baud rate: 300 bps to 115200 bps
Parameters8E1 801 8N1 8N2 8E2 802 7E2 702 7N2 7E1 701, 7N1
R232: TxD, RxXzND
R&85: Data+ (A), DatéB)

DI/DO
Type 1 x DI +1 x DOwet contact
Connector: 2 x9in 3.5 mm female socket
Isolation: 375KVDC
AbsoluteYF EAYdzY +5/Y d+*bé b on+*5/ 065L0OE on+*5/ 65h0
Absolute maximum ADC: 100mA

Others
1 x RST button (Tact Switch)
1 x Micro SDnterface
1 x USB 2.0 hgstype A5 V/500 mA
LED indicators1 xRUN1 x Modem1 xUSR1 xRSSI]1 xNET1 x WiFi
Network port indicator (link indicator)
Built-in: Watchdog, Timer

Power Supply andConsumption
Connector3-pin 35 mmfemale sockewith lock
Input voltage: 10 t@0V DQWith ignition sensing)
9 to 36V DC (Without ignition sensing)
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Power consumption: Idle: 500 mA@12 V
Data link 1.5A (peak) @12 V

Physical Characteristics
Ingress protection: IP30
Operating temperature:25 ~ +70 C
Storage temperature:40 ~ +85°C
Humidity: 5 ~ 95% RH
Housing & WeightAluminum 500 g
Dimensions: 25x 100 x 4 mm (device only)
Installations:Desktopwall mountingor 35 mm DIN rail mounting
(Wallmounting or 35 mm DIN rail mounting sold separately)

1.4 Dimensions

© . - ©
8 _= L oS S . L © °
© 0 © ©
m“ “_
=] o o
8 o o
[s] ° [
@robustel &6
_— -
125 4

Front View Rear View Side View Top&Bottom View
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Chapter 2 Hardware Installation

2.1 Definition of 2*5 3.5mm Interface

use

m @rocbustel 56

PIN | DI/DO | RS232 RS485 Direction

1 IGND = - -

2 OGND | -- = =

3 = TXD = Router- Device
4 - RXD == Router« Device
5 - GND - -

6 IN - - -

7 ouT - - -

8 - - A -

9 - - B -

10 | -- - GND -
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2.2 Definition of Power Interface

use

@ rcbustel

@robustel 56

PIN | Power Note

1 Positive

2 Negative

3 ACC Car ignitiorand flameout detection

2.3 LED Indicators

use

@rocbustel 56

Name Color Status Description
RUN Green On, solid Router ispowered on (System is initializing)
On, blinking Routerstarts operating
Off Router is powezd off
MODEM Green On, solid Link connection isvorking
On, blinking Data is sent and received.
Off Link connection is not working
NET Green On, solid Connection to 4G network is established
On, blinking Connection to Legacy network (3G or 2G) is establishg
Off Network is not joined ojoining
USROpenVPN | Green On, solid OpenVPN connection is established
Off OpenVPN connection is not established
USRIPsec Green On, solid IPsec connection is established
Off IPsec connection is not established
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USRSIM Green On, solid Main SIM cards being used
On, blinking Backup SIM card is being used
Off No SIM card is being used
m Green On, solid Signal level: 2B0 dB ( Strong signal )
Yellow On, solid Signal levell1-20 dB (Moderate signal )
Red On, solid Signal levell-10 dB (Low signal )
- Off Very Low Signal strength (0) is available or No signal
WiFi Green On, solid WiFi is enabled and working properly
Off WiFi is disabled or not working properly

Note: You can choose the display type of USR LED. For more details, pleaseSefeide > Advanced > System >Systen
Settings > User LEDype.

2.4 USB Interface

use

@ robustel 56

Function Operation
Firmware USB interface is used for batch firmware upgrading, but cannot be used for sending or
upgrace receiving data from slave devices which connected to it. You can insert a USB storage d

Ayidi2 GKS NRdJzGSNQa ' {. AydSNFI OBasugpor€K I
configuration file or a router firmware in this USB storage device, the router will automati
update the configuration file or the firmware. For more details, 4626 USB
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2.5 Reset Button

Function Operation

Reboot Press and holdhe RST button for at least 5 seconds under the operating status.
Restore to factory Wait for 0~20 secondafter powering up theouter, press and hold the RST buttaith a
default setting pointed stickuntil all six LEDs start blinking one by omeglrelease the button to return the
router to factory defaults.

2.6 Ethernet Ports

s 11 e @robustel 58

l' .

ETHO TH1 ETH2 ETH3

oo LI T 1 |@

+ = ACC

There are four Ethernet ports on R5020, including ETHO (POE), ETH1, ETH2, ETH3. Each has two LEDHadic

8Stt26 2yS A& | f Ayl AyhiednQiythidgNSoraetzils abiokitStatd NBeSh¢ taldley S
below.
Indicator Status Description
Linkindicator On, solid Connection is established
(Yellow) On, hinking Data is being trarisrred
Off Connection is not established
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2.7 Insert or Remove SINCard

@rcbustel 56

@robustal & ®robustsl &~
— RN ERS BBESS
. R s ;\_\_;\_\_\_\_\_%
W e wa wa

Insert or remove the SIM card as shown in the following steps.

Insert SIMcard

1. Make surerouter ispoweredoff.

2. Toremove slot cover, loosen the screws associated with the cover by using a screwdriver and then find the SIV
card slot.

3. ToinsertSIM card, press the card with finger until you hear a click and then tighten the screws associated with
the cover by using a screwdriver.

4. To put back the cover and tighten the screws associated with the cover by using a screwdriver.

Remoe SIMcard

1. Make surerouter is powered off.

2. Toremove slot cover, loosen the screws associated with the cover by using a screwdriver and then find the SIV
card slot.

3. Toremove SIM cardsess the cardvith finger until it pops out and then take out the card.

4. To put kack the cover and tighten the screws associated with the cover by using a screwdriver.

Note:
1. Use the specific card when the device is working in extreme temperaemgpérature exceeding 41T),
because the regular card for lotigne working in harsh enronment will be disconnected frequently.
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Do not forget to twist the cover tightly to avoid being stolen.

Do not touch the metal of the card surface in case information in the card will lose or be destroyed.
Do not bend or scratch the card.

Keep the cat away from electricity and magnetism.

Make sure router is powered off before inserting or removing the card.

S e

2.8 Attach External Antenna (SMA Type)

Attachan externalSMAantennaii 2 (1 KS N2 dobrfhediorand twigttightly. ylake sure the antenna veithin
the correct frequencyange provided by the ISP and with 50 Ohm impedance
Note: Recommended torque for tightening is 0.35 N.m.

© ©
ANTD ANTS
0 ‘ 0 RRSMAJ antenna folWWLAN
wir2 warns connection

O
OB

J N

©

SMAJantenna br cellular connection

Or
RRSMAJ GP& 5Gantenng the onewith
LMH tag is connected to ANNENT3; the one
with MH tag is connected to ANVANT2.
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2.9 Mount the Router

The router can be placed on a desktop or mounted to a wall or a 35 mm DIN rail.

Two methods for mounting the router
1. Wall mounting(measured in mm)

A

L~

Use 4 pcs of M2.5*4 flat head Phillips screws to fix the wall mounting kit to the router, and then use 2 pcs of M3

drywall screws to mount the router associated with the wall mounting kit on the wall.
Note: Recommendedorque for mounting is 1.0 N.m, and the maximum allowed is 1.2 N.m.

2. DIN rail mountindmeasured in mm)
Option 1

e

L8
56,35
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< <
\;/ |~

Use 2 pcs of M3*6 stainless flat head Phillips screws to fix the DIN rail to the emdehen hang the DIKil on the
mounting bracketlt is necessary to choose a standard bracket.
Note: Recommended torque for mounting is 1.0 N.m, and the maximum allowed is 1.2 N.m.

Option 2

56,35
L8

)

1.0 T 0.2N.M

= -

Use 2 pcs of M3*6 stainless flat head Phillips screws to fix the DIN rail to the smdehen hang the N rail on the
mounting bracket. It is necessary to choose a standard bracket.
Note: Recommended torque for mounting is 1.0 N.m, and the maximum allowed is 1.2 N.m.
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2.10 Ground the Router

use

@robustel 56

Router groundindnelps preventthe noiseeffect due to electromagnetic interference (EMDonnect the router to the
site ground wire by the ground screw before powering on.
Note: This product iappropriate to be mounted on a sound grounded device surface, such as a metal panel.

2.11 Connect the Rater to a Computer

Connect an Ethernet cable to the port marked ETH1~ETHi2 front of the R502®Router, and connect the other
end of the cable to your computer.

RT_UG_R5020_v.100. Dec 29, 2020 23/161



Robustel R5020 User Guide @ robustel

2.12 Power Supply

With Ignition Sensing

s
h

To Vehicel Ignition

L

Note: Please connect the ACC pin
R5020 to the VCC of power suppl
without being floated, when you dc
+0 - not usethe car ignition and flameout

Battery detection function.
Or
Power Source
(10~30VDC,12VDC Nominal

PIN | Description | Note

Connect adapter or battery positive (red line)

1 V+
2 V- Connect adapter or battery negative (black)

Car ignition and flameout detection (green line), when 1
3 ACC car ignition and flameout detection function is not used,

ACC pin is connected to the power supghd cannot be left
floating.
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With POE Function

. 2 3
| Not Connect
+ I I -
Battery
Or
Power Source
(9~36VDC,12VDC Nominal
PIN | Description Note
1 Vi Connectadapter or battery positive (red line)
Not
3
connected
Noté

1. The Input voltage is: 10 to 30V DC(With ignition sensing)
9 to 36V DC (Without ignition sensing)
2. The car ignitiorsensing function and the POE function can only be selected one by one.

|
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2.13 DI/DOInterface

f__+1_3v___________—|
| %mn
| DI A
| l X
L
| - Optocoupler
| %4‘.&!}
i) TP
: l ¥y [
|

The R50@ supports 1 channel DI and 1 channel DO by default. It can support 2 channels of DI or 2 channels of DO
BOM modification. DI signal access, can be @iseNPN/PNP type sensor signal or switch signal acquisition, power
supply can only be accessed from IN, not reversed. DO signal output, can be used for NPN/PNP sensor control.

1. Application mode of DI connected with NPN sensor

IGHD OGND TXD RXD GHND

Resistor

Sensor

IN corresponds to IN on 2*8.5mm interface, and IGND corresponds to IGND on 2*5 3.5mm interface. The voltage
range of external power supply (DC) is 3V ~ 38¥ internal flow of the device is limited. In the normal voltage
range, the external power supply does not need to be lidhite

Notes: The above example NPN Sensor is a DGwhireédNPN photoelectric switch or proximity switch.

IN  OUT A B GND
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2. Application mode of DI connected with PNP sensor

IGHD OGND TXD RXD GHND

DC PNP
Sensor 1
Resistor N OUT A B GND
|

IN corresponds to IN on 2*5 3.5mm interface, and IGND corresponds to IGND on 2*5 3.5macén{€hie voltage
range of external power supply (DC) is 3V ~ 8®/internal flow of the device is limited. In the normal voltage range,
the external power supply does not need to be limited.

Notes: The above example PNP Sensor is a DGuhire&PNphotoelectric switch or proximity switch.

3. Application mode of DO Driven NPN Triode

NP
IGND OGND TXD RXD GND
| N O4T A B GHD

OUT corresponds to OUT on 2*5 3.5mm interface, and OGND corresponds to OGND on 2*5 3.5mm interface. The
maximum 2.5mA drive current can be supplied through OGND; tlegredtpower supply DC voltage range is

3V~30V.

Notes: The above illustration NPN is a common NPN triode.

4. Application mode of DO Driven PNP Triode

IGNDTD TXD RMD GND
PNP ;
M OUT A B GHD

OUT corresponds to OUT on 2*5 3.5mm interface, and OGND corresponds to OGND on 2*5 3.5mm interface. The
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external power supply DC voltage range is 3V~30V.
Notes: The above illustration PNP is a common NPN triode.
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Chapter 3 Initial Configuration

The router can be configured through your web browser that including IE 8.0 or above, Chrome and Firefox, etc. A
web browse is included as a standard application in the following operating systems: Linux, Mac OS, Windows
98/NT/2000/XP/Me/Vista/7/8, etc. There are various ways to connect the router, either through an external
repeater/hub or connect directly to your P@hen the router is directly connected to the Ethernet port of the
computer, if the router acts as a DHCP server, then the computer can get the IP directly from the router; the
computer can also set a static IP in the same network segment as the router, sbetarhputer and the router

form a small LAN. After the computer and the router have successfully established a connection, enter the default
login address of the device on the computer's browser to enter the router's WEB login interface

3.1 Configure the PC

CKSNB IINB (o2 YSGK2Ra G2 3S4G Lt | RRNBaa F2N) GKS
| 2yySOUGA2yEé€Y YR Yy20KSNJ Aa (2 O2yFAIdz2NB | adl i
refer to the steps below.

/I ®
L

O

A

Here takeWindows 7as example, and the configuration for windows system is similar.
1. ClickStart> Control paneldoubleclickNetwork and Sharing Centeand then doubleclickLocal Area

Connection
e E)
@A\/ v':i'—« Network and Internet » Network Connections » v _07’ Search Net pr
| File Edit View Tools Advanced Help
| Organize v Start this connection Rename this connection  » =L v i e

.. Local Area Connection l e VMuware Network Adapter VMnetl

—~ ietwork 14 i
—_— - -~ e - - - o - - sy
“ Atheros ARB162/8166/8168 PCI-I i
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2. ClickPropertiesin thewindow ofLocal Area Connection Status

l{l ocal frea Co -3

General

Connection
IPv4 Connectivity: Internet
IPvE Connectivity: No Internet access
Media State: Enabled
Duration: 09:30:11
Speed: 100.0 Mbps

Sent — &p‘ —— Received

Bytes: 12,818,574 I 33,948,334

(Bpomsrtes ) [_@ossbie ] (Lo

3. Choosdnternet ProtocolVersion 4TCP/IR4) and clickProperties
. Local Area Co S|
Metworking

Connect using:
‘ & Qualcomm Atheros ARS162/8166/8168 PCHE Fast Bthen ‘

This connection uses the following tems:

% Cligrt for Microsoft Networks

g\"l‘dware Bridge Protocol

Bl (105 Packet Scheduler

g File and Printer Sharing for Microsoft Metwarks

i |ntemet Pratocal Version 6 (TCP/IPwE)

B Irtemet Protocal Version 4 (TCP/1Pw4)

<& Link-Layer Topology Discovery Mapper /0 Driver
i Link-Layer Topology Discovery Responder

[ nstal. || Uninstal [ Propeties
Description

Transmission Control Protocol/Intemet Protocol. The default
wide area netwaork protocol that provides communication
across diverse interconnected networks.

|
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4. Two ways for configuring the IP address of PC
Obtain an IP address automatically from the DHCP server and click "Obtain an IP acdriessatically";

otocol

General | Alternate Configuration

‘You can get IP settings assigned automatically it your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(@ Cbtain an IP address automatically
() Use the following IP address:

IP address:
Subnek mask:

Default gateway:

(@ Cbtain DNS server address automatically
(7) Use the following DMS server addresses:

Preferred DNS server:

Alternate DMS server:

Validate settings upon exit

Use the following IP address:

(Configured a static IP address manually within the same subnet of the router. Click and configure "Use the followin
IP address.)

r h
Internet Protocol Version 4 (TCP/IPv4) Properties (L2 i)

General

You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically Ll

(@ Use the following IP address:

IP address: 192,168 . 0 . 2 I
Subnet mask: 255 .255 .255 . 0 L
Default gateway: 192 .168 . 0 . 1

Obtain DMS server address automatically
@) Usg the following DNS server addresses:
Preferred DNS server: 192 .168 . 0 . 1

Alternate DMS server:

[ validate settings upon exit
|

o) Com )

e — e —— ]

5. ClickOKto finish the configuration.
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3.2 Factory Default Settings

Beforeconfiguring your router, you need to know the following default settings.

ltem Description

Username admin

Password admin

ETHO/POE 192.1680.1/255.255.255.0WAN mode
ETH1 192.1680.1/255.255.255.0LAN mode
ETH2 192.1680.1/255.255.255.0LAN mode
ETH3 192.1680.1/255.255.255.0LAN mode
DHCP Server Enabled

3.3 Log in the Router

To log in to the management page and view the configuration status of your router, please follow the steps below.
1. Onyour PC, open a web browser such as Internet Expdoegle and Firebox, etc.
2. From your web browser, type the IP address of the router into the address bar and press enter. The default IP
address of the router i$92.168.0.1though the actual address may vary.
A

Mew Tab Xy

L

= = C' | [ https://192.168.0.1/

3. Inthe login page, enter the username goassword, choose language and then di€GIN The default
dZASNY I YS YR LI d3462NR I NB dalF RYAYEéED
Note: If enter the wrong username or password over six times, the login web will be locked for 5 minutes.

robustel
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3.4 Control Panel

After loggng in, the home page of hR5021 w2 dzi SNXQ& 6 So

Status
Interface
Network
VPN
Services

System

Status

A System Information

Device Model
System Uptime
System Time
RAM Usage
Firmware Version

Hardware Version

R5020-5G

0 days, 00:01:51

@ robustel

AYGSNFLFOS Aa

Sun Jan 1 00:01:15 2017 (NTP not updated)

387M Fres/448M Total
3.1.1 (Rev 3658)

1.0.2

puj

Aa Lt |

Kernel Version 3.18.92

Serial Number

» Internet Status

Active Link

Uptime

IP Address

Gateway

A LAN Status

IP Address 192.168.0.1/255.255.255.0

MAC Address 34:FA:40:18:6E:FA

Copyright © 2020 Robustel Technologies. All rights reserved.

In the home page, users can perform operations such as saving the configuration, restarting the router, and logging
out.
Using the original password to log in the router, the page will pop eddlowing tab

[ A 1t is strongly recommended to change the default password. x]

Click the * symbol to close the popup. It is strongly recommended for security purposes that you change the defaull

username and/or password. To change your username and/or password,GééJser Management

Control Panel

Item Description Button
Save & Apply Clicktosavéi KS OdzZNNBy i O2y T A 3 aatdppiyxhe y

modification on every configuration pag® make the modification
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taking effect

Reboot Click to reboot the router. If the Reboot buttonyisllow, it means that Reboot
some completed configurations will take effect only after reboot.
Logout Click tolog the current user out safely. After logging out, it will switch t{ EEEEll

login page. Shut down web page directly without logout, the next one
login web on this browser without a password before timeout.
Submit Click tosavethe modification oncurrert configuration page.

Cancel Click to cancel the modification @urrent @nfiguration page.

Note: The steps of how to modify configuration are as bellow:

1. Modify in one page;

2. Clik[|EEZ under this page;

3. Modify in another page;

4. Clik[|ETZZY under this page;
5. Complete all modification;

6. CliEIITN.
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Chapter 4 Initial Configuration

4.1 Status

This page allows yow tview the system informationpiernet status and LAN status of youuter.

4.1.1System Information

This section shows the system status infation of your puter.

System Information

Device Model R5020-5G
System Uptime 0 days, 00:01:51
System Time Sun Jan 1 00:01:15 2017 (NTP not updated)
RAM Usage 387M Free/448M Total
Firmware Version 3.1.1 (Rev 3658)
Hardware Version 1.0.2
Kernel Version 3.18.92

Serial Number

System Information
Item Description
Device Model Show the model name of your device.
System Uptime Show the current amount of time the router has been connected.
System Time Show the currensystem time
RAM Usage Show the free memory and thetal memory.
Firmware Version Show the firmware versiorunning on the router.
Hardware Version Show the current hardware version
Kernel Version Show the current kernel version.
Serial Number Show the serial numbeaf your device.

4.1.2CellularStatus

This section shows the cellular status information of the router.
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Active Link WWAN1
Uptime 0 days, 00:39:31
IP Address 10.122.74.11/255.255.255.248
Gateway 10.122.74.9

DNS 210.21.4,130 221.5.88.88

CellularStatus

Item Description

Active Link Show the currenactivelink. WWAN1 WWAN2 or WAN.
Uptime Show the current amount of time the link has been connected.
IP Address Show the IP addresd current link.

Router Show the routeladdress of the current link.

DNS Show the current primary DNS server asdondary server.

4.1.3Internet Status

This section shows the Internet status information of the router.

IP Address 192.168.0.1/255.255.255.0

MAC Address 34:FA:40:18:6E:FA

Internet Status

Item Description
IP Address Show the IP address and the Netmask of the router.
MAC Address Show the MAC address of the router.
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4.2 Interface

4.2.1Link Manager

This section allows you to setup the link connection. Link management is a netwdpladikp feature that provides
backup of mobile networks and Ethernet links.

» General Settings

Primary Link  [WWAN1 ©)
Backup Link [WWAN2
Backup Mode |:Cold Backup @
Revert Interval | 0 | @
Emergency Reboot Cm ®@

General Settings @ink Manage

Item Description Default
Primary Link Selectfromd2 2! bmMé€ X G221 bHez a2! bée 2N | WVAN
- WWANL: SelecSIM1 as the primary wireless link
WWAN2: SelecSIM2 as the primary wireless link
WAN: Select WAN as the primary wired link
WLAN: Select WLAN as the primary wireless link
Note: WLAN link is available only if enable WiFi as Client mode, pleg
refer to4.2 5 Interface > WiFi (Optional)

Backup Link { St SO NonEN\WANG ¢ WWANZE G2 ! bé> a2 ! bdWWAN2
WWAN1:SelectSIM1 as backup wireless link

WWAN2: SelecSIM2 as backup wireless link

WAN: Select WAN as the backup wired link

WLAN: Select to make WLAN as the backup wireless link

Note: WLAN link is available only if enable WiFi as Client mode, plea
refer to4.2.5Interface > WiFi (Optional)

None Do not select any backup link

Backup Mode { St SOG FTNRBY a4/ 2fR . 01dzL¥ T &2 | NJ|Cold
Cold Backup: Theactive link is offline on standby Backup
Warm Backup: The inactive link is online on standby

Note: Warm backup mode is not available for dual SIM backup.
Load Balancing: Use two links simultaneously

Revert Interval Specify the number of minutes thalapses before the primary link is 0
checked if a backup link is being used in cold backup mode. 0 means dig
checking.

Note: Revert interval is available only under the cold backup mode.

Emergency Reboot | Click the toggle button to enable/disakieis option. Enable to reboot the | OFF
whole system if no links available.

Note: Clik (@) for help.
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Link Settingsallows you to configure the parameters of link connection, including WWAN1/WWAN2, WAN and WLARN
It is recommended to enable Ping detection to gehke router always online. The Ping detection increases the
reliability and also costs the data traffic.

Index Type Description Connection Type
1 WIWAN1 DHCP E
2 WiWANZ DHCP E
3 WAN DHCP =
4 WLAN DHCP #

Clik [# on the rightmost of WWAN1/WWAN2 to enter the configuration window.

WWAN1/WWAN2

» General Settings

Index [1 ]

Type [wwan1

Description [ ]

The window is displayed as below when enablingdtedzi 2 YF GA O !t b { St SOGA2yé 2 LI,

A~ WWAN Settings

Automatic APN Selection
Dialup Number [*99***1# ]
Authentication Type [Auto
Switch SIM By Data Allowance Cm @
Data Allowance [O ] @
Billing Day [ 1 | ®
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¢tKS 6AYR2¢ A& RAALIIBSR +a 0St2¢6 o6KSYy RAAl Ot AYy3

A WWAN Settings

Automatic APN Selection

4

APN [ internet

Password [

)
Username ]
)
]

Dialup Number [*99***1#

Authentication Type [Auto
Switch SIM By Data Allowance Cm @
Data Allowance [O ] @
Billing Day |1 | @

» Ping Detection Settings @

Primary Server [ 8.8.8.8 ]
Secondary Server |114.114.114.114 ]
Interval [300 ] ®@
Retry Interval [5 ] ®@
Timeout [3 ] ®@
Max Ping Tries [3 ] ®@

» Advanced Settings

NAT Enable
Upload Bandwidth 10000 @
Download Bandwidth 10000

Overrided Primary DNS

J
l
l
l

—_— = = —

Overrided Secondary DNS

Debug Enable

Verbose Debug Enable Cm

Link Settings (WWAN)

Item Description Default
General Settings

Index Indicate the ordinal of the list. --

Type Showthe type of the link. WWAN1

Description Enter a description for this link. Null

WWAN Settings
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Link Settings (WWAN)

Item Description Default
Automatic APN /I fAO01 GKS (233tS odzidz2y (2 Syl 6|ON
Selection option. After enabling, the device will recognize the acqesat name
automatically. Alternatively, you can disable this option and manually g
the access point name.
APN Enter the Access Point Name for cellular-diglconnection, provided by | internet
local ISP.
Username Enter the username for cellulaialup connection, provided by local ISP Null
Password Enter the password for cellular diap connection, provided by local ISP.| Null
Dialup Number Enter the dialup number for cellular diap connection, provided by local | *99***1#
ISP.
Authentication Type |{ St SO0 FTNRBY a! dziz2é3> at!té 2NJ &/ |Auto
Switch SIM By Data | Click the toggle button to enable/disable this option. After enabling, it w OFF
Allowance switch to another SIM when the data limit reached.
Note: Only used for dual SIM backup.
Data Allowance Set the monthly data traffic limitation. The system will record the data | O
traffic statistics when data traffic limitation (MiB) is specified. The traffig
record will be displayed imterface > Link Manager Status > WWAN
Data Usage Statistic® means disable data traffic record.
Billing Day Specify the monthly billing day. The data traffic statistics will be 1
recalculated from that day.
Ping Detection Settings
Enable Click the toggle button to enable/disable the ping detection mechanism ON
keepalive policy of the router.
Primary Server Router will ping thigprimaryaddress/domain name to check that if the | 8.8.8.8
current connectivity is active.
Secondary Server Router will ping thisecondaryaddress/domain name to check that if the| 114.114.11
current connectivity is active. 4114
Interval Set the ping interval 300
Retry Interval Set the ping retry intervalWhen ping failed, the router will ping again 5
every retry interval.
Timeout Set the ping timeout. 3
Max Ping Tries Set the max ping tries. Switch to another link or take emergency actior 3
the max continuous ping tries reached.
Advanced Settings
NAT Enable Click the toggle button to enable/disable the Network Address Translal ON
option.
Upload Bandwidth Set the upload bandwidth used fQoS measured irkbps 10000
Download Bandwidth | Set the download bandwidth used fQoS measured irkbps 10000
Overrided Primary Override primary DNS will override the automatically obtained DNS. Null
DNS
Overrided Secondary | Override secondary DNS will override the automatically obtained DNS| Null
DNS
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Link Settings (WWAN)

Item Description Default

Debug Enable Click the toggle button to enable/disalileis option. Enable for debugging ON
information output.

Verbose Debug Enabl| Click the toggle button to enable/disable this option. Enable for verbos¢ OFF
debugging information output.
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=

AN

w2dzi SN gAfft 20GFAYy Lt Fdzi2YFGAOFEE& FTNRY 51/t &ASNBS
displayed as below.

Link Manager

» General Settings

Index

[

Type [(WAN
[
[

Description

| Connection Type

¢KS 6AYyR26 A& RAALILFESR & 08t2¢ 6KSy OKz22aAy3d a{dtl

» General Settings

Index 3

Type |WAN

[
[
Description |
[

Static

Connection Type

» Static Address Settings

IP Address

Gateway

Primary DNS

— Ty

Secondary DNS

The window is displayed as belowwh@K 2 2 aAy 3 dattt29¢é & (GKS 02yySOilAzy

» General Settings

Index

Type

Description

Connection Type

A~ WAN Settings

Data Allowance [O ] ®

Billing Day [ 1 | ®
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» PPPoE Settings

Username |

Password |

Authentication Type |.ﬁ.uto

<

PPP Expert Options |

I

» Ping Detection Settings

Primary Server | 8.8.8.8 |

Secondary Server |114.114.114.114 |

Interval |300 | ®
Retry Interval |5 | @
Timeout |3 | ®
Max Ping Tries | 3 | @

» Advanced Settings

NAT Enable m:]

MTU {1500

Upload Bandwidth | 10000

Overrided Primary DNS

|
|
Download Bandwidth | 10000 |
|
|

Overrided Secondary DNS

|
|_

Debug Enable m:]
i o

Verbose Debug Enable

Link Settings (WAN)

Item Description Default
General Settings
Index Indicate the ordinal of the list. -
Type Show the type of the link. WAN
Description Enter a description for this link. Null
Connection Type { St SOG FTNRY 6451 /téx a{idlFaGdAaAd¢ 2N DHCP
Static Address Settings
IP Address Set the IP address with Netmask which can access the internet. Null
IP address with Netmask, e.g. 192.168.1.1/24
Router Set the router of the IP address\AN port. Null
Primary DNS Set the primary DNS. Null
Secondary DNS Set the secondary DNS. Null

PPPoOE Settings
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Username Enter the username provided by your Internet Service Provider. Null
Password Enter the password provided by your Internet Senkecevider. Null
Authentication Type { St SOG FTNRYora) dAieé s &t i K& f 20 f|Auto
PPP Expert Options Enter the PPPxpert options used for PPPoE dialtjou can enter some | Null
other PPRiial stringdn this field. Each string can be separated by a
semicolon.
WAN Settings
Data Allowance Set the monthly data traffic limitation. The system will record the data| OFF
traffic statistics when data traffic limitation (MiB) is specified. The traff
recordwill be displayed in Interface > Link Manager > Status > WWAN
Data Usage Statistics. 0 means disable data traffic record.
Billing Day Specify the monthly billing day. The data traffic statistics will be 1
recalculated from that day.
Ping DetectiorSettings
Enable Click the toggle button to enable/disable the ping detection mechanisy ON
keepalive policy of the router.
Primary Server Router will ping thiprimaryaddress/domain name to check that if the | 8.8.8.8
current connectivity is active.
Secondary Server Router will ping thisecondaryaddress/domain name to check that if thq 114.114.1
current connectivity is active. 14.114
Interval Set the ping interval 300
Retry Interval Set the ping retry intervalVhen ping failed, the router will ping again | 5
every retry interval.
Timeout Set the ping timeout. 3
Max Ping Tries Set the max ping tries. Switch to another link or take emergency actio| 3
the max continuous ping tries reached.
Advanced Settings
NAT Enable Click the toggle button to enable/disable the Network Address Translg ON
option.
MTU Enter the Maximum Transmission Unit. 1500
Upload Bandwidth Enter the upload bandwidthaed for QoSneasured irkbps 10000
Download Bandwidth Enter thedownload bandwidth sed for QoSmeasured irkbps 10000
Overrided Primary DNS| Override primary DNS will override the automatically obtained DNS. | Null
Overrided Secondary | Override secondary DNS will override the automatically obtained DNS Null
DNS
Debug Enable Click the toggle button to enable/disable this option. Enable for debug ON
information output.
Verbose Debug Enable | Click the toggle button to enable/disable this option. Enable for verbogy OFF
debugging information output.
WLAN
Routerg Aff 200FAYy Lt Fdzi2YlFIGAOIffte& FNBY (GKS 2[! b It
parameter configuration of SSID is shown as below.
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Link Manager

» General Settings

Index |4 J

Type [wLan
Description | ]
Connection Type [DHCP

» WLAN Settings

SSID [ Robustel ]
Connect to Hidden SSID [:m
Password [uuuu ]

¢KS 6AYyR26 A& RAALILFESR & 08t2¢ 6KSy OKz22aAy3d a{dtl

A General Settings

Index [4

Type [wLan

Description [

Connection Type [Static |

v WLAN Settings

» Static Address Settings

IP Address

Gateway

Primary DNS

,_,,_,,_,_
—

Secondary DNS

R503 does not support th®PPoBVLAN Connection Type.

I

» Ping Detection Settings

Enable m:]

Primary Server

8.8.8.8

Secondary Server 114.114.114.114

Interval 300

Retry Interval 5

[¥5]

Timeout

ONCNONS

Max Ping Tries 3

[
[
[
[
[
[

L _J 4L
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» Advanced Settings

Download Bandwidth
Overrided Primary DNS |

Overrided Secondary DNS |

Verbose Debug Enable

NAT Enable

Lon I

MTU {1500

Upload Bandwidth | 10000

|
|
[10000 ]
|
|

Debug Enable

o B
B o

Link Settings (WLAN)

Item Description Default
General Settings

Index Indicate the ordinal of the list. -

Type Show the type of the link. WLAN

Description Enter a description for this link. Null

Connection Type

FTNRY a51/t¢g

{ St SO 2NJ {0l GAO¢®

DHCP

WLAN Settings

SSID

Enter a 132 characters SSID which your router wants to connect. SSII
(Service Set Identifier) is the name of your wireless network.

router

Connect to Hidden SSI[

Click the toggle button to enable/disable this option. When router work
as Client mode and needs to connect any access point which has hid(
SSID, you need to enable this option.

OFF

keepalive policy of the router.

Password Enter an 83 characters password of the access point wiymhr router | Null
wants to connect.
Static Address Settings
IP Address Enter the IP address with Netmask which can access the Internet, Null
e.g.192.168.1.1/24
Router Enter the IP address of WiFi AP. Null
Primary DNS Set the primary DNS. Null
Secondary DNS Set the secondary DNS. Null
Ping Detection Settings
Enable Click the toggle button to enable/disable the ping detection mechanisr| ON

Primary Server

Router will ping thiprimaryaddress/domain name toheck that if the
current connectivity is active.

8.8.8.8

Secondary Server

Router will ping thisecondaryaddress/domain name to check that if the

114.114.1

current connectivity is active. 14.114
Interval Set the ping interval 300
Retry Interval Set the ping retry intervalWhen ping failed, the router will ping again | 5
every retry interval.
Timeout Set the ping timeout. 3
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Max Ping Tries Set the max ping tries. Switch to another link or take emergency actiol 3

the max continuous ping tries reached.

Advance Settings

NAT Enable Click the toggle button to enable/disable the Network Address Translg ON

option.
MTU Enter the Maximum Transmission Unit. 1500
Upload Bandwidth Enter the upload bandwidthaed for QoSneasured irkbps 10000
DownloadBandwidth Enter the download bandwidthsed for QoSmeasured irkbps 10000
Overrided Primary DNS | Override primary DNS will override the automatically obtained DNS. | Null
Overrided Secondary Override secondary DNS will override the automaticatigined DNS. Null
DNS
Debug Enable Click the toggle button to enable/disable this option. Enable for debug{ ON

information output.

Verbose Debug Enable

Click the toggle button to enable/disable this option. Enable for verbos
debugging information output

OFF

Status

This page allows you to view the status of link connection and clear the monthly data usage statistics.

Index Link Status Uptime IP Address
1 WWAN1 Connected 0 days, 01:45:51 10.29.150.250/255.255.255.252
2 WWAN2 Disconnected

Click the righimost buttcnnto select the connection status of the current link.
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Click the row of the link, and it will show tlletails information of the current link connection under the row.

- Link Status sse

Index Link Status Uptime IP Address
1 WWAN1 Connected 0 days, 01:45:51 10.29.150.250/255.255.255.252
Index 1

Link WWAN1
Status Connected
Interface wwan
Uptime 0 days, 01:45:51
IP Address 10.29.150.250/255.255.255.252
Gateway 10.25.150.249
DNS 202.96.134.33 202.96.128.166
RX Packets 17747
TX Packets 10889
RX Bytes 17716161

TX Bytes 2308800

2 WWAN2 Disconnected

~ WWAN Data Usage Statistics
WWAN1 Monthly Stats

I

WWAN2 Monthly Stats

I

-~ WAN Data Usage Statistics

WAN Monthly Stats

Click th(button to clear SIM1 or SIM2 monthly data traffic usage statistics. Data statistics will be displayed

only if enable the Data Allowance functionlimierface > Link Manager Sk Settings > WWAN Settings > Data
Allowance

Automatic APN Selection m:]
Dialup Number [ *go*==1# ]
Authentication Type [Auto
Switch SIM By Data Allowance [—E ©)
Data Allowance [0 ] @
Billing Day [ 1 ] @

Data Allowance [0 l ®@

Billing Day [1 l ®@
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4.2.2LAN

This section allows you to set the related parameters for LAN port. ThefewareAN ports on 5020 Router,
includingETHOETH1, ETH2 and ETHIHO is wan by default and is not selectalblee ETH1, ETH2 and ETH3 can
freely choose from lan0Q, lan1 and lan2, but at least one LAN port must be assigned as lan0. The default settings of
ETHOETH1, ETH2 and ETH3lare® and their default IP are 192.168.0.1/255.255.255.0.

LAN

LAN Multiple IP Status

» Network Settings

Index Interface IP Address Netmask VLAN ID =+
| 1 lano 192.168.0.1 255.255.255.0 0 X

Note: Lan0 cannobe deleted.

You may clic=to add a new LAN port, or diXto delete the current LAN port. Now, dti[#]to edit the
configuration of the LAN port.

A~ General Settings

Index [1

IP Address [192.168.0.1

Netmask | 255.255.255.0

]
Interface [lan0
]
]
]

MTU (1500

General Settings @ LAN

Item Description Default
Index Indicate the ordinal of the list. -
Interface Show the editing port. --lan0

Note: Lanl is available only if it was selected by one of EEFH3 in
Ethernet > Ports > Port Settings

IP Address | Set the IP address of the LAN port. 192.168.0.1
Netmask Set the Netmask of the LAN port. 255.255.255.0
MTU Enter the Maximum Transmission Unit. 1500

VLAN ID Enter theVLAN ID corresponding to the lamterface to divide lhe eth interface | 0
in the same lan into the same vlan
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g 6KSYy OKz2z2aiy3

Enable

Mode

IP Pool Start | 192.168.0.2

IP Pool End | 192.168.0.100

| Server

Subnet Mask | 255.255.255.0

~ DHCP Advanced Settings

Primary DNS

Secondary DNS

Lease Time 120

Static lease

[
[
[
WINS server | |
[
[
Expert Options |

Debug Enable

B o

Thes A Y R2 6

Ad RAALX I 2SR

- a

0SSt 29

6KSYy OK22&Ayd

» DHCP Settings

Mode | Relay

DHCP Server For Relay | |

~ DHCP Advanced Settings

Debug Enable Cm

a{ SN

awsSft &

LAN
ltem ‘ Description Default
DHCP Settings
Enable Click the toggle button to enable/disable the DHCP function. ON
Mode {StSOG FNRBY d&a{ SNBSNE 2NJ awSft I | Server
Server: Lease IP address to DHCP clients Wwhigh been
connecedto LAN port
RelayRouter can be DHCP Relay, which will provide a relay
tunnel to solve problem that DHCP Client and DHCP Server is
in a same subnet
IP Pool Start Define the beginning of the pool of IP addresses whichheikaseal 192.168.0.2
to DHCP clients.
RT_UG_R5020_v.100. Dec 29, 2020 50/161



Robustel R5020 User Guide @ robustel

LAN

Item Description Default

IP Pool End Define the end of the pool of IP addresses whichlvéleased to 192.168.0.100
DHCP clients.

Subnet Mask Define thesubnetmaskof IP address obtained BYHCP clients from | 255.255.255.0
DHCP server.

DHCP Server for Relal Enter the IP address of DHCP relay server. Null

DHCP Advanced Settings

Router Define the router assigned by the DHCP server to the clients, whig Null
must be on thesame network segment with DHCP address pool.

Primary DNS Define the primary DNS server assigned by the DHCP server to th Null
clients.

Secondary DNS Define the secondary DNS server assigned by the DHCP server t¢ Null
clients.

WINS Server Define the Windows Internet Naming Service obtained by DHCP | Null
clients from DHCP sever.

Lease Time Setthe leasetime which the client can use the IP address obtained| 120
from DHCP servemeasured in seconds.

Static lease Bind a lease to correspond #a address via a MAC address. Null
format: mac,ip;mac,ip;..., e.g. FF:ED:CB:A0:98:01,192.168.0.200

Expert Options Enter some other options of DHCP server in this field. Null
format: configdesc;configdesc, e.g. loglhcp;quietdhcp

Debug Enable Clickthe toggle button to enable/disable this option. Enable for DH{ OFF
information output.

Multiple IP

A~ Multiple IP Settings
Index Interface IP Address Netmask +

You may clic=to add a multiple IP to the LAN port, or & to delete the multiple IP of the LAN port. Now, klic
[# to edit the multiple IP of the LAN po

- IP Settings

Index [ i

IP Address | 172.16.24.24

]
Interface | lan0
]
)

Netmask [255.255.0.0
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IP Settings
Item Description Default
Index Indicate the ordinal of the list. --
Interface Show the editing port, read only. --
IP Address Set the multiple IP address of the LAN port. Null
Netmask Set the multiple Netmask of the LAN port. Null
Status

This section allows you to view the status of LAN connection.

- Interface Status

Index Interface IP Address MAC Address
1 lan0 192.168.0.1/255.2... 34:FA:40:0B:68:AC

» Connected Devices

Index IP Address MAC Address Interface Inactive Time

1 192.168.0.5 D4:3A:65:05:FC:4A lano Os

~ DHCP Lease Table

Index IP Address MAC Address Interface Expired Time
1 192.168.0.5 d4:3a:65:05:fc:4a lan0 0 days, 01:51:32

Click the row of status, the details status information will be display under the row. Please refer to the screenshot
below.

- Interface Status

Index Interface IP Address MAC Address
1 lan0 192.168.0.1/255.2... 34:FA:40:0B:68:AC
Index 1

Interface lan0
IP Address 192.168.0.1/255.255.255.0
MAC Address 34:FA:40:0B:68:AC
RX Packets 14470
TX Packets 12759

RX Bytes 2849614

TX Bytes 10657230

4.2 .3Ethernet

This section allows you to set the relatparameters for Ethernet. There are four Ethernet portsR502D Router,
including ETHO, ETH1, ETH2 and ETH3. The ETHO on the router can be configured as a WAN port, while ETH1, E
and ETHS3 can only be configured as a LAN port. By default, ETH1, EEHTMaraid¢an0, and their IP are
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192.168.0.1/255.255.255.0.

» Port Settings ®
Index Port Port Assignment

1 etho wan #

2 eth1 lano #

3 eth2 lan0 #

4 eth3 lano =

Clik [# button of eth1to configure its parameterdviodify the network port parametersn the popup port window

- Port Settings

Index [2 ]
Port [ethl
Port Assignment [\anO @

A Port Settings

Index [ 2

Port | ethl

Port Assignment

Port Settings

Item Description Default
Index Indicate the ordinal of thdist. -
Port Show the editing port, read only. -

Port Assignment Select the type of network port, WAN port or LAN port. When set it as LAN po| Lan0
"Interface > LAN > LAN > Network Settings > General Setting", can select lan(
lanl or lan2 from thelrop-down box.

Advanced Settings

Port Settings
Item Description Default
SFHB-ast EnablingSFE Fastproves the throughput of the Ethernet or cellular module, by --ON
affects the QoS function. If you need to use QoS APP, you need to turn off the|
Fastfunction.
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This column allows you to view the status of Ethernet port.

Index Port Link
1 etho Down
2 ethl Down
3 eth2 Down
4 eth3 Up

Click the row of status, the details status information will be display under the row. Please refer to the screenshot
below.

Index Port Link
1 etho Down
2 ethi Down
3 eth2 Down
4 eth3 Up
Index 4
Port eth3
Link Up
4.2.4Cellular

This section allows you to set the related paraarstof Cellular. TheSR20 Router has two SIM card slotkinsert
single SIM card at the first time, SIM1 slot and SIM2 slots are available.

Cellular Status AT Debug

» Advanced Cellular Settings

Index SIM Card Phone Number Network Type Band Select Type

1 SIM1 Auto All #
2 SIM2 Auto All #

Clik [#j of SIM 1 to edit the parameters.

Cellular
» General Settings

)
SIM1
)
)
)
)

Index

SIM Card

Phone Number

Extra AT Cmd

Telnet Port

[
[
[
PIN Code [
[
[

ONONO)
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¢CKS S6AYR26 A& RAALILI8SR & oStype sKSy OK22aAy3d 4! da

» Cellular Network Settings

Network Type [Auto @

Band Select Type [AII @

» Advanced Settings

Debug Enable m:]

Verbose Debug Enable

:

CKS 6AYR26 A4 RAALIFESR 13 08t26 6KSy OK22ary3 &{ LIS

A Cellular Network Settings

Network Type [Auto @

Band Select Type [Specify @

1 ———
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» Band Settings

NSA NR5G N38

NSA NR5G N41

NSA NR5G N77

NSA NR5G N78

NSA NR5G N79

II
i
Ll K

=]
m
m

OI
T
Ll

SA NR5G N1 OFF
SA NR5G N2
SA NR5G N3 - OFF
SA NR5G N5
SA NR5G N7 - OFF
SA NR5G N8

SA NR5G N12

SA NR5G N20

SA NR5G N25

S5A NR5G N28

SA NR5G N38

SA NR5G N40

S5A NR5G N41

SA NR5G N66

SA NR5G N71

SA NR5G N77

SA NR5G N78

S5A NR5G N79

II
il
-l

IIOIO
THTHETEBTHET
Ll R Rl Rl B

IOIO
T Tl T
Ll Ll

=)
-
-

=]
-
-

A Advanced Settings

Debug Enable

Verbose Debug Enable

il

Cellular
Item Description Default
General Settings

Index Indicate the ordinal of the list. --

SIM Card Set the currently editing SIM card. SIM1

PhoneNumber Enter the phone number of the SIM card. Null

PIN Code Enter a 48 characters PIN code used for unlocking the SIM. Null
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Cellular
Item Description Default
Extra AT Cmd Enter the AT commands used for cellular initialization. Null
Telnet Port Specify the Port listening of telnservice, used for AT over Telnet. 0
Cellular Network Settings
Network Type { St SOG FTNBY h gfdhdi#GDaNE dd o Auto

Auto: Connect to the best signal network automatically
3G Only: Only the@ network is connected
4GOnly. Only the 45 network issonnected

Band Select Type| { St SOG FNRY a! ffé 2N a{LISOATes¢d | 2 Al
G{ LISOATFRé¢ D

Advanced Settings

Debug Enable Click the toggle button to enable/disable this option. Enable for debugging | ON
information output.

Verbose Debug | Click the toggle button to enable/disable this option. Enable for verbose OFF
Enable debugging information output.

Network The timeout required for the module to register to the network. 0 indicates thy O
Registration the defaultconfiguration is used.

Timeout

This section allows you to view the status of the cellular connection.

| o (IR AT Debug

Index Modem Status Modem Model IMSI Registration

1 Ready RM500QGL 460110403884191 Registered
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Click the row of status, the details status information will be displayed under the row.

Index Modem Status Modem Model IMSI Registration
1 F\ead',-' 460046578605525 Reg stared
Modem Status Ready
Modem Model RM500QGL
SIM1
Phone Number
460046578605525
89860445101541192968
Registered
MNetwork Provider CHINA MOBILE
Metwork Type 5G
41
Signal Strength 21 (-51dBm)
-67 dBm
-11 dB
31de
Bit Error Rate g
46000
Local Area Code
Physical Cell ID 532
862205040165010
Firmware Version RM500QGLABR11A02ZM4G
Status
Item Description
Index Indicate the ordinal of théist.
Modem Status Show the status of the radio module.
Modem Model Show the model of the radio module.
Current SIM Show the SIM card that your router is usiggM1 or SIM2

Phone Number

Show the phone number of the current SIM.
Note: This option wilbe displayed if enter manualig Cellular > Advanced Cellular
Settings > SIM1/SIM2 > Phone Number

IMSI Show the IMSI number of the current SIM.

ICCID Show the ICCID number of the current SIM.
Registration Show the current networktatus

NetworkProvider Show the name of Network Provider.

Network Type Show the current network service type, e.g. GPRS.
Band Show the band of the current network.

Signal Strength

Show the signal strength detected by the mobile.

RSRP

Show theReference Sign&leceiving Powatetected by the mobile.

RSRQ Show theReference Signal Received Qualigéyected by the mobile.
SINR Show theSignal to Interference plus Noise Ratitected by the mobile.
Bit Error Rate Show the current bit error rate.

PLMN ID Showthe current PLMN ID.

Local Area Code

Show the current local area code used for identifying different area.

CellID

Show the current cell ID used for locating the router.
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Status
Item Description
PCI Show thecurrentPhysical Cell ID
IMEI Show the IMEI (International Mobilequipment Identity) number of the radio
module.
Firmware Version Show the current firmware version of the radio module.

This page allows you to check the AT Debug.

» At Debug

Command

Result

AT Debug
Item Description Default
Command Enter the AT command that you want to setaccellular module in this Null
text box.
Result Show the AT command responded by cellular module in this text box. | Null
[ send | Click the button to send AT command. -
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4.2.5WiFi

This section allows you to configure the parameters of two WiFi modes. Router supports either WiFi AP mode or
Client mode, and defaults as AP.

WiFi AP
Configure Router as WiFi AP

Clickinterface > WiFi>Wiki &St SO0 a!'t ¢ Fa GKS Y2RS FyR Of AO1 a&{ dz

WiFi Access Point 2G Access Point 5G Status

» General Settings

Mode (AP @
Region [SE ]@

Note: Please remember to clickave & Apphafter finish the configuration, so that the configuration can be took
effect.

Click theAccess Point 2@olumn to configure the parameters of WiFi AP. By default, the security mode is set as
G5Aalof SRéED

“ Access Point 2G Access Point 5G Status
» General Settings

Enable Cm
Wireless Mode [11bgn Mixed
Bandwidth [20MHz ®
Channel | Auto ©)
SSID | router2g ]
Broadcast SSID m
Security Mode | Disabled ®

1 ———
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TS 6AYR26 A& RAALXIeSRtEBHERBYIRS BESYKESaAGOYRRAGRt Y2R

» General Settings

Wireless Mode [ 11bgn Mixed
Bandwidth [20MHz ®@
Channel  (Auto ©)

SSID [routerzg ]

Broadcast SSID m

Security Mode

WPA Version

PSK Password

[
[
Encryption  [AES
[
[

Group Key Update Interval

CKS 6AYR26 A& RAZLIFIESR a 0St2¢ 6KSy aShiAy3d az29té

» General Settings

Enable Cm
Wireless Mode [ 11bgn Mixed
Bandwidth [20MHz ®@
Channel [ Auto ©)
sSsID [routerzg ]
Broadcast SSID m:]
Security Mode [ WEP ®@
WEP Key [ ] @

General Settings @ Access Point 2G

Item Description Default
Enable Click the toggle buttomo enable/disable the WiFi OFF

access point option.
Wireless Mode { St SOG FTNRY dammo3Iy aAESI 1lbgn Mixed

ammy 2yfeéd
11bgn Mixed: mix three protocols for backward
compatibility
11b only: IEEE 802.11b, 11 Mbps~2.4GHz
11g only: IEEE 802.1 1%t Mbps~2.4GHz
11n only: IEEE 802.11n, 450 Mbps
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General Settings @ Access Point 2G
Item Description Default
Bandwidth { St SOG FTNRY dun allé 2NJ20MHz
Note: 40 MHz channel width provides twice the data
rate available over a single 20 MHz channel;
The channel that different bandwidtten choose is as
follows.
Auto: Router will scan all frequency channels un
the best one is found
The frequency of 1~13 channels of 20M
bandwidth available channel:
1¢2412 MHz
2¢2417 MHz
3¢2422 MHz
4¢2427 MHz
5¢2432 MHz
6¢2437 MHz
7¢2442 MHz
8¢2447 MHz
9¢2452 MHz
10¢2457 MHz
Channel 1162462 MHz Auto
12¢2467 MHz
13¢2472 MHz
The frequency 01~13 channels of 40MHz
bandwidth available channel:
1¢2412 MHz
2¢2417 MHz
3¢2422 MHz
4¢2427 MHz
5¢2432 MHz
6¢2437 MHz
7¢2442 MHz
8¢2447 MHz
9¢2452 MHz
10¢2457 MHz
11¢2462 MHz
12¢2467 MHz
13¢2472 MHz
SSID Enter the Service Set Identifier, the name of your router2g
wireless networkThe SSID of a client and the SSID o
the AP must be identical for the client and AP to be g
to communicate with each other. Enter 1 to 32
characters.
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General Settings @ Access Point 2G
Item Description Default
Broadcast SSID Click the toggle button to enable/disable the SSID bg ON
broadcast. When enabled, the client can scan your
SSID. When disabled, the client cannot scan your S§
If you want to connect to the router AP, you need to
manuallyenter the SSID of router AP at WiFi client sic

Security Mode { St SOG FTNRBY é&S5SAN&EI20/TF S R &25N| Disabled
. Disabled: User can access the WiFi without
password

Note: It is strongly recommended for security
purposes that you do not choose this kiof
mode.
WPApersonal: WiFi access protection, only one
password is provided for identity authentication
WEP: Wired Equivalent Privacy provides encryp
FT2NJ gANBf Saa RSPAOSQa
WPA Version {StSOG FTNRY da!dziz2zé¢x a2t | Auto
Auto: Router will choose automatically the most
suitable WPA version
WPAZ2 is a stronger security feature than WPA
Encryption { St SOG FTNRBY dac¢YLté 2N &l AES
- TKIP: Temporal Key Integrity Protocol (TKIP)
encryption uses a wireless connection. TKIP
encrypion can be used for WRPRSK and WPA
802.1x authentication
AES: AES encryption uses a wireless connectior
AES can be used for CCMP WASK and WPA
802.1x authentication. AES is a stronger encrypt
algorithm than TKIP
Note: The security mode will affect wireless
communication rate. Different wireless modes suppol
different encryption modes. For example, 802.11n
supports neither WEP security mode nor TKIP
algorithm. If they are used, the wireless communicati
rate will redu@ to 54Mbps (802.11g mode). It is
recommended to select AES in 802.11n mode.

PSK Password Enter the Pre share key passwolifnter 8 to 63 Null
characters.

Group Key Update Interval Enter the time period of group key renewal. 3600

WEP Key Enter theWEP key. The key length should be 10 or 2| Null

hexadecimal digits depending on which WEP key is
used, 64 digits or 128 digits.
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Max Associated Stations | 0 | @
Beacon Interval | 100 | @
DTIM Period |2 | ®
RTS Threshold [2347 | ®
Fragmentation Threshold | 2346 | @
Transmit Rate | Auto
11N Transmit Rate | Auto
Transmit Power [Max
Enable WMM m:]
Enable Short GI m:] @
Enable AP Isolation Cm @
Debug Level |:none

Advanced Settings @ Access Point 2G

Item Description Default

Max Associated Stations| Set the max number of clientst f 2SR G2 I O0S&i0
(Value 0 means without limitation)

Beacon Interval Set the interval of time in which the router AP broadcasts a beacq¢ 100
which is used for wireless network authentication.

DTIM Period Set the delivery traffic indi¢eon message period and the router AR 2
will multicast the data according to this period.

RTS Threshold {Si GKS aNBljdzSaid (G2 aSyRé GKN2347

2347, the router AP will not send detection signal before sending
data. And when theéhreshold set as 0, the router AP will send
detection signal before sending data.

Fragmentation Threshold Set the fragmentation threshold of a WiFi AP. It is recommended| 2346
you use the default value 2346.

Transmit Rate Set the transmit rate. You can choose Auto or speciffaasmit Auto
Rate, includindMbps, 2Mbps, 5.5Mbps, 6Mbps, 11Mbps, 12Mbp
18Mbps, 24Mbps, 36Mbps, 48Mbps and 54Mbps.

11N Transmit Rate Specify the transmit rate under the IEEE 802.11n mode o leti | Auto
RS TI dzf ( Sélext fromh MEE@, M0S1, MCS2, MCS3, MCS4
MCS5, MCS6, MCS7, MCS8, MCS9, MCS10, MCS11, MCS12,
MCS14 and MCS15.

Transmit Power { St SOG FTNRY 6Gal E£X al AIKEZ 4 al Max
Enable WMM Click the toggle button to enableishble the WMM option. ON
Enable Short Gl Click the toggle button to enable/disable the Short Guard Interval ON

option. Short Gl is a blank time between two symbols, providing ¢
long buffer time for signal delaydsing the Short GI would increase
11% in dataates, but also result in higher packet error rates.
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Advanced Settings @ Access Point 2G
Item Description Default
Enable AP Isolation Click the toggle button to enable/disable the AP isolation option. | OFF
When enabled, the router will isolate all connected wireless devig
The wireless device cannot access theteodirectly via WLAN.
Debug Level { St SO0 FTNRY G4OSND2aSé¢>X aRSO6 dz3 none
ay2yS¢o

ACL Mode [Accept @

» Access Control List

Index Description MAC Address

+)

Clict? to add a MAC address to the Access Control Tigt.maximum count for MAC address is 64.

Access Point 2G

» Access Control List

Index [ il ]

Description | |

MAC Address | |

ACL Settings @ Access Point 2G

Item Description Default
Enable ACL Click the toggle button to enable/disable this option. OFF
ACL Mode { St SOG FTNRY d4&! OOSLIié 2NJ a5Sye € Accept

I OOSLIiY hyteé GKS LI O1Sida TAd
[AaGé¢ OFry 0SS Fftt26SR

Deny: All the packetsfitting KS Sy dAGASa 2F |
[AaGé¢ gAff 0SS RSYASR

Note: Router can only allow or deny devices which are included in

a! 00Saa /2yGNRt [Aaldé G 2yS
Access Control List @ Access Point 2G

Index Indicate the ordinal of the list. -
Description Enter a description for this access control list. Null
MAC Address Add a MAC address here. Null

Click theAccess Point 5Golumn to configure the parameters of WiFi AP. By default, the security mode is set as
G5Aalof SRe®
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» General Settings

Wireless Mode

Bandwidth

[
[

Channel [36
[

551D

Broadcast SSID

:

Security Mode [Disabled @

ThewindowiRA &LX SR a 0St2B8NBRKEYf aSHarAyRSaasOdzNRGE Y2R

» General Settings

Wireless Mode

[
Bandwidth |

Channel [36
[

551D

Broadcast SSID

WPA-Personal @

[

(Auto
Encryption |AES

[ ]

[ ]

Security Mode

WPA Version

@

PSK Password

Group Key Update Interval 3600

¢tKS gAYR26 A& RAALI I ESR Fa 0St2¢ oKSy aStiAay3a az209t ¢

WiFi Access Point 2G Access Point 5G

» General Settings

Enable Cm

Wireless Mode

Bandwidth

[
[

Channel [36
[

SSID

Broadcast SSID m:]

Security Mode [WEP @
WEP Key [ ] ®@
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General Settings @ Access Point 5G

Item Description Default

Enable Click the toggle button tenable/disable the WiFi OFF
access point option.

Wireless Mode {StSOG FTNRY dawmmlyés 2N (llan

11an : Compatible IEEE 802.11a, 54 Mbps and |

802.11n, 300Mbps

11n/a/an/ac: Compatible IEEE 802.11a, 54 Mbp4

IEEE802.11n 300 Mbps and 802.11ac, 86psvib

Bandwidth { St SOG FTNRY dunallés d&nj20MHz

Note: 40 MHz channel width provides twice the data

rate available over a single 20 MHz channel; the datg

transfer rate of 80MHz bandwidth is 4 times greater
than that of a single 20Mhz bandwidth.

The optional channels for bandwidths are as below.
The frequency 086~165channels of 20MHz
bandwidth available channels:
36¢5180 MHz
40¢5200 MHz
44¢5220 MHz
48c5240 MHz

1495745 MHz
1535765 MHz
157¢5785 MHz
161¢5805 MHz
1655825 MHz
The frequency 086~165channels of 40MHz
bandwidth available channels:
36¢5180 MHz
Channel 40c5200 MHz 36
44¢5220 MHz
48¢5240 MHz
1495745 MHz
1535765 MHz
157¢5785 MHz
161¢5805 MHz
1655825 MHz
The frequency 086~165channels of 80MHz
bandwidth available channels:
36¢5180 MHz
40¢5200 MHz
44¢5220 MHz
48¢5240 MHz
1495745 MHz
1535765 MHz
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General Settings @ Access Point 5G

Item Description Default

157¢5785 MHz

161¢5805 MHz

1655825 MHz
Note: Allavailable channels of 5GHz WiFi in different
bandwidths are listed above. Web parameters shoulg
be configured due to the different available channels
different countries and areas.
SSID Enter the Service Set Identifier, the name of your routersg
wireless néwork. The SSID of a client and the SSID o
the AP must be identical for the client and AP to be g
to communicate with each other. Enter 1 to 32
characters.
Broadcast SSID Click the toggle button to enable/disable the SSID bg ON
broadcastWhen enabled, the client can scan your
SSID. When disabled, the client cannot scan your S§
If you want to connect to the router AP, you need to
manuallyenter the SSID of router AP at WiFi client sid

Security Mode { St SOG FTNRY éBryl ¢ € SR & NJ Disabled
. Disabled: User can access the WiFi without
password

Note: It is strongly recommended for security
purposes that you do not choose this kind of
mode.

WP Apersonal: WiFi access protection, only one
password is provided for identity authergitton
WEP: Wired Equivalent Privacy provides encryp
F2NJ 6 ANBt Saa RSOAOSQa
WPA Version { St SOG FTNRBY da! dzizéz a2t | Auto
Auto: Router will choose automatically the most
suitable WPA version

WPAZ2 is a stronger securfgature than WPA
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General Settings @ Access Point 5G
Item Description Default
Encryption {StSOG FTNRY dac¢YLté 2N al AES
- TKIP: Temporal Key Integrity Protocol (TKIP)
encryption uses a wireless connection. TKIP
encryption can be used for WHASK and WPA
802.1x authentication
AES: AES encryption uses a wiretesgection.
AES can be used for CCMP WASX and WPA
802.1x authentication. AES is a stronger encrypt
algorithm than TKIP
Note: The security mode will affect wireless
communication rate. Different wireless modes suppol
different encryption modes. Foxample, 802.11n
supports neither WEP security mode nor TKIP
algorithm. If they are used, the wireless communicati
rate will reduce to 54Mbps (802.11g mode). Itis
recommended to select AES in 802.11n mode.

PSK Password Enter the Pre share key passveo Enter 8 to 63 Null
characters.

Group Key Update Interval Enter the time period of group key renewal. 3600

WEP Key Enter the WEP key. The key length should be 10 or Z Null

hexadecimal digits depending on which WEP key is
used, 64 digits or 128 digits.

Max Associated Stations [644 ] @)

Beacon Interval [100 ] @

DTIM Period [2 ] ©)

RTS Threshold [ 2347 ke

Fragmentation Threshold [2346 ] @
[

Transmit Power

Enable Short GI m:] @
Enable AP Isolation Cm @

Debug Level [none

Advanced Settings @ Access Point 5G

Item Description Default

Max Associated Stations| { SG GKS YIE ydzYoSNI 2F Of ASydG3ao
(Value 0 means without limitation)
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Advanced Settings @ Access Point 5G

Item Description Default
Beacon Interval Set the interval of time in which theuter AP broadcasts a beacon| 100
which is used for wireless network authentication.
DTIM Period Set the delivery traffic indication message period and the router 4 2
will multicast the data according to this period.
RTS Threshold {Si GKS GaWB4 dSRNBIAR2BRBP 2 KSy |2347

2347, the router AP will not send detection signal before sending
data. And when the threshold set as 0, the router AP will send
detection signal before sending data.

Fragmentation Threshold Set the fragmentaon threshold of a WiFi AP. It is recommended t| 2346
you use the default value 2346.

Transmit Power { St SO0 FNRY dalE£3 a4l AIKEZ & al Max
Enable WMM Click the toggle button to enable/disable the WMM option. ON
Enable Short Gl Click the toggle button to enable/disable the Short Guard Interval ON

option. Short Gl is a blank time between two symbols, providing ¢
long buffer time for signal delaldsing the Short Gl would increase
11% in data rates, but also result in higher packedierates.

Enable AP Isolation Click the toggle button to enable/disable the AP isolation option. | OFF
When enabled, the router will isolate all connected wireless devig
The wireless device cannot access the router directly via WLAN.

Debug Level {StSOG FTNRBY Ga@SND2aSe¢sx GRSO dz3 none
Gy2ySéo

A ACL Settings

ACL Mode |.i.:-:e_-::t ®

A Access Control List

Index Description MAC Address +

Clicl<=to add a MAC address to the Access Control Tigt.maximum count for MAC address is 64.

A Access Control List

Index [1 ]

Description [ ]

MAC Address [ ]

ACL Settings @ Access Point 5G

Item Description Default

Enable ACL Clickthe toggle button to enable/disable this option. OFF

ACL Mode { St SOG FTNRBY a! OOSLIi¢ 2NJ a5Sye € Accept
I O0OSLIiYy hyteée GKS LI O1SGa TAd
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ACL Settings @ Access Point 5G

Item Description Default
[Aadé Oy oS Itf26SR
5Syey !ttt GKS LI O1SGa FAOGUAY

Lisk gAff 0S RSYyASR
Note: Router can only allow or deny devices which are included in
a! 00Saa /2yaNet [Aate G 2yS i
Access Control List @ Access Point 5G

Index Indicate the ordinal of the list. -
Description Enter a description for this accessntrol list. Null
MAC Address Add a MAC address here. Null

This section allows you to view the status of AP.

WiIFi Access Point 2G Access Point 5G Status

A AP Status 2G

Status FAILED

Channel

Channel Width

MAC Address

- Associated Stations 2G
Index MAC Address IP Address Name Connected Time Signal

v AP Status 5G

» Associated Stations 5G
Index MAC Address IP Address Name Connected Time Signal

Note: WiFi is off by default. Follow the steps below to enable it and configure the router as WiFi client.

WiFi Client

Configure Router agViFi Client
Clickinterface > WiFi>WiEi &St SO0 a/ t ASyGé¢ Ia GKS Y2RS FyR NBIINF
GKSy Ot A01 d{doYAléod

WiFi

» General Settings

Mode [Client @

Region [SE ] @
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YR GKSY | a2[!'bé O2ftdzyYy gAff | LIISFNI dzy RSNJ G§KS Lyids

WiFi

Status » General Settings

Moo (e B ®

Interface

Link Manager

LAN
Ethemet
Cellular
WiFi
WLAN

Clickinterface > Link Manager kink Settingsand click the edit button of WLAN, then configure its related
parameters.

~ WLAN Settings

SSID [router ]

Connect to Hidden SSID m

Password [ ]

Clickinterface > WLANo configure the parameters of WiFi Client after setting the mode as Client. Please remember
to clickSave & Apply > Reboadifter finish theconfiguration, so that the configuration can be took effect.

o
» WLAN Status

Status Connected

Uptime 0 days, 00:00:17
IP Address 192.168.1.128/255.255.255.0
Gateway 192.168.1.253
DNS 172.16.0.1 202.96.209.6

MAC Address 00:23:a7:a4:13:e4

4.2.6USB

This section allows you to set thESBparameters.The USB interface of the router can be used for firmware upgrade
and configuration upgrade.

usB

- General Settings

enableuss [ ]
Enable Automatic Upgrade Cm
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USB Automatic Upgrade Key

General Settings @ USB

Item Description Default
Enable USB Click the toggle button to enable/disable the USB option. ON
Enable Automatic Click the toggle button to enable/disable this option. Enable to automaticg OFF
Upgrade update the firmware of the router when inserting a USBrage device with a
router firmware.
Key
Item Description Default

USB Automatic Updat| Clik [Eteergdto generate a key, and okl Jto download the key. | --

Key
Note: In the process ofUSB auto upgradeyhen using the USB autgpgrade function, when theunning light
appears, it means the upgrade is in progress. When the running light stops and the USER light is on, it means
upgrade is complete. After upgrading, the device will not restart automatically. If there is no running light effect, it
means hat there is an abnormality and it does not enter into the automatic upgrade process

4.2.7DI/DO

This section allows you to set tiid/DOparametersDigital Input and Digital Output are the specific interfaces for
R5020. The DI interface can be used for trigggralarm, while the DO can be used for controlling the slave device so
as to realize reaime monitoring.

Dl

DI DO Status

Index Enable Mode Inversion

1 false ON-OFF false #
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Sy

Click therightmosi[#6 dzi G2y 2F AYRSE m | & oh&déepd ¢KS RSTFl dzAf G Y2

- General Settings

Index [ 1 ]
Enable Cm
Mode [ON-OFF

Alarm On Content [Alarm On ]

Alarm Off Content [Alarm Off ]

¢tKS 6AYR2¢ A& RAALI I 8SR lasthen®lie2 s ¢6KSYy OK22aAiy3d a/ 2d

A General Settings

Index [ 1 ]
Enable Cm
Mode [Counter

Threshold Value [O ]

Alarm On Content [Alarm On ]

Alarm Off Content [Alarm Off ]

General Settings @ DI

Item Description Default
Index Indicate the ordinal of the list. -
Enable Click the toggle button to enable/disable this DI. OFF

Mode { St SO0 AOBY #ZNbA/ 2dzy i SNE ONOFF
- ONOFF: DI interface support ON and @tdele (high or low level

electrical) trigger DI alarm. The mode default to ON, and OFF mode i

available only when enabling the inversion feature

ONr Under this mode, DI alarm status will be triggered to ON when [

interface open from GND or input a high é&electrical (logic 1), on the

contrary DI alarm status will be trigged to OFF when DI interface con

to GND or input a low level electrical (logic 0)

OFR Under this mode, DI alarm status will be triggered to ON when [

interface connect to GND or inpa low level electrical (logic 0), on the

contrary DI alarm status will be trigged to OFF when DI interface ope

from GND or input a high level electrical (logic 1)

Counter: Event counter mode

Inversion Click the toggle button to enable/disaltleis option. Enable to set DI mode § OFF

OFF mode.

Threshold Value | Set the threshold vale. It will trigger alarm when event counter reaches thii 0

RT_UG_R5020_v.100. Dec 29, 2020 74/161



Robustel R5020 User Guide @ robustel

General Settings @ DI

Item Description Default

figure. After triggering alarm, DI will keep counting but not trigger alarm

again. Enter 0 to 65535 digit®=will not trigger alarm)

NoteY ¢ KAA 2LJiA2y Aa 2yte | OFAflof
Alarm On Content | Show the content when alarm on. Alarm On
Alarm Off Content | Show the content when alarm off. Alarm Off

Note:L G RSFlLdzZA Ga Fa KAIK FfIFINYVI gKAES (GdzNya G2 t2¢ |1

DO

- DO Settings

Index Enable Alarm On Action Alarm Off Action Initial State Alarm Source

1 false High Low Last DI1 Alarm #

Clik [# to enter the DO configuration window.

- General Settings

Index (1 ]
Enable Cm
Alarm On Action  [High
Alarm Off Action [Low
Initial State [Last
Delay [0 | ®
Hold Time [0 | ®
Alarm Source  (DI1 Alarm
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¢tKS gAYR2g A& RAALI I &SR 0S GKSY OK22aAy3d at dz
Index (1 ]
Enable [—m
Alarm On Action  [Pulse
Alarm Off Action  [Low
Initial State Last
Delay [0 | ®
Hold Time [0 | ®
Low-level Width |10 | ®
High-level Width | 10 | ®
Alarm Source  [DI1 Alarm
The window is displaydda 06St 2¢ ¢KSy OK22aAy3d atdzZ aS¢ la GKS | fl
Index (1 ]
Enable Cm
Alarm On Action  [High
Alarm Off Action [Pulse
Initial State  [Last
Delay [0 | ®
Hold Time [0 | ®
Low-level Width 10 | ®
High-level Width | 10 | ®
Alarm Source  [DI1 Alarm
General Settings @ DO
Item Description Default
Index Indicate the ordinal of the list. -
Enable Click the toggle button to enable/disable this DO. OFF
Alarm On Action Digital Output initiatess KSy G KSNB A& |y |t N¥Yo { S|High
Gt dzf aSé @
High: a high electrical level output
Low: a low electrical level output
Pulse: Generates a square wave as specified in the pulse mode parameters
triggered
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General Settings @ DO

Item Description Default
Alarm Off Digitalh dzi LJdzi Ay AGAl G§Sa 6KSy &I N¥Y NBY2JLow
Action - High: a high electrical level output

Low: a low electrical level output
Pulse: Generates a square wave as specified in the pulse mode parameters
triggered
Initial State {LISOATE GKS 5A3IAGEE hdzildzi &adl Gdza 4 K Last
a[20€¢d
[FadY 5hQa aGliddza gAft O2yairaid oAl
High: DO interface is in high electrical level
Low: DO interface is in low electrical level

Delay Set the delay time for DO alarm stanp. The first pulse will be generated aftera | 0
G5Streédd 9YGSNI FNRY n G2 onnnnnYao d
Hold Time Set the hold time of DO status (Alarm On Action/Alarm Off Action). When the act 0

time reach this specified time, DO will stop the action. Enter from 0 to 3000 seco
(O=keep on until the next action)

Lowlevel Width | Setthelowf S@St GARGKD® LG A& FGFAflo6tS 6 K1000
h¥F | OGA2YE D deythetsaletted Sigithl duipLuidhannel &ill generate
square wave as specified in the pulse mode parameters. The low level widths ar
specified here. Enter from 1 to 3000 ms.

Highlevel Set the higHevel width. It is available when enablingdzf &S | & &! f | N 1000
Width F'OGA2YKk! EFNY hTF ! QGA2yéd Ly tdz asS
will generate a square wave as specified in the pulse mode parameters. The hig
widths are specified here. Enter from 1 to 3000 ms.

Alarm Sorce SAIAGFE hdziLddzi AyAGAFGSa FOO0O2NRAy3 (D1
DI1 Alarm: Digital Output triggers the related action when there is alarm from Dig
Input.

Status

This window allows you to view the status of DO andhfelface. It also can clear the counter alarm of DI in here.
Clic [[E2Eg button to clear DIdr DI2monthly usage statistics info for counter alarm.
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~ DI Status

Index Level Status Count

Alarm off

1 Low

A Action Of Clear
Counter Alarm Of DI 1

~ DO Status

Index Level Low-level Width  High-level Width
1 Low
-~ DO Control

Level Of DO1

4.2.8Serial Port

This section allows you to set the sepalt parameters R5020 Router supports one COM1 aode COM2, also can
be configured as either two COM1 or two COM2. Serial port provides a way to transfer serial data to IP data, or vice
versa, and transmit these data via wired or wireless network to achieve data transparent transmission.

Serial Port

- Serial Port Settings

Index Port Enable Baud Rate Application Mode
1 COM1 false 115200 Transparent #
2 CoM2 false 115200 Transparent [#

Click the edibutton of COM1.

Serial Port

» Serial Port Application Settings

Index [1 ]
port [com1
Enable Cm
Baud Rate 115200
Data Bits 8

Parity

[
[
Stop Bits |1
[
[

Flow Control None v

» Data Packing

Packing Timeout [50

] @

Packing Length [ 1200

—
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CKS gAYR2¢ A& RAALIXITESR a 0St2¢ gKSYy OK22aAiy3d ac¢NI
protocol.

» Server Setting

Application Mode |Transparent

[
TCP Client

Protocol

[
[
Server Address [
[

Server Port

tKS GgAYR2¢ A& RAALIXIFTESR a 0St26 ¢6KSYy OKz22aiy3d ac¢NF
protocol.

» Server Setting

Application Mode |Transparent

Protocol TCP Server

Local Port

HH
—

[
[
Local IP [
[

CKS 6AYR26 A& RAZLIFIESR a 0St2¢ 6KSy OK22&Ay3I a¢NI

» Server Setting

Application Mode Transparent
Protocol uDP
Local IP

Server Address

Server Port

HH
S N Y S —

[
[
[
Local Port [
[
[

tKS GAYR29 A& RAALIXITE@SR a 0St29 oKSy OKz22aiy3d aazR
the protocol.

» Server Setting

Application Mode ~ [Modbus RTU Gatewa
Protocol TCP Client

Server Address | |
Server Port | J

RT_UG_R5020_v.100. Dec 29, 2020 79/161



Robustel R5020 User Guide @ robustel

CtKS gAYR2¢ A& RAALIXITESR | a 0St2¢ ¢gKSYy OK22aAiAy3d aaz2R
as the protocol.

» Server Setting

Application Mode Modbus RTU Gatewa

Protocol TCP Server

[
[

Local IP [ ]
[

Local Port

¢tKS GAYR29 A& RAALIXITESR a 0St2¢ ¢oKSYy OKz22aiy3d aazR
protocol.

» Server Setting

Modbus RTU Gatewa

UDP

Application Mode

Protocol

Local IP

Server Address

[
[
[ J
Local Port [ ]
[ J
[ ]

Server Port

Thew/ R2g A& RAaALI @SR a 0St2¢ oKSYy OK22aAy3d dGaz2Rodz
as the protocol.

A Server Setting

Application Mode [Modbus ASCII Gatevn

Protocol [TCP Client

Server Address [ ]

Server Port [ ]

tKS GAYR26 A& RAALIXITE@SR a 0St29 oKSy OKz22aiy3d daazR
as the protocol.

- Server Setting

Application Mode  Modbus ASCII Gate i
Protocol [TCP Server

Local IP | |

Local Port | |
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¢tKS 6AYR26 A& RAALIITE@SR da 0St26 6KSy OKz22aAiAy3d Gdaz2R
protocol.

A Server Setting

Application Mode [Modbus ASCII Gate\/n

Protocol [UDP
]
]
]
]

Local IP [

Local Port

[
Server Address [
[

Server Port

Serial Port
Item Description ‘ Default
Serial Port Application Settings
Index Indicate the ordinal of the list. -
Port ShowtheOdzZNNBy & &ASNA I f Qa yI YSZ NBIFR 2y COMI-
Enable Click the toggle button to enable/disable this serial port. When the status is ( OFF
the serial port is not available.
BaudRate { St SOG TNRY dGonnéx dacnnéz damwymén ¢ 115200
apTcnanné DradmMmp HIME &
DataBits { St SOG oFONBEYD G T € 8
StopBits { St SOG oFONEEYD G Mmé 1
Parity {StSOG FTNRYoraOPEFED GhRRE None
Flow control { St SOG TNRY GqbraySARGHENBE DS NBE None

Data Packing
Packing Timeout | Set the packing timeout he serial port will queue the data in the buffer and | 50
send the data to the Cellular WAN/Ethernet WAN when it reaches the Interv
Timeout in the field.

Note: Data will also be sent as specified by the packet leagém when data is
not reaching the interval timeout in the field.

Packing Length | Set the packet lengtiThe Packet length setting refers to the maximum amour 1200
of data that is allowed to accumulate in the serial port buffer before sending.
When a packet length between 1 aB800bytes is specified, data in the buffer
will be sent as soon it reaches the spieiflength.

Server Settings

Item Description Default
Application Mode {StSOG FTNRY G¢N)yYyaLIl NBydé¢s (Transparent
'{/ LL w2dzi SNE®

Transparent: Router will transmit the serial data

transparently

ModbusRTU RouterRouter willtranslatethe Modbus RTU

data toModbusTCRlataand sent out, and vice versa
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Server Settings
Item Description Default
ModbusASCII RouteRouter willtranslatethe Modbus ASCI
data toModbusTCRlataand sent out, and vice versa
Protocol Selectfroma ¢ / t [/ fASy(ié> a¢/t { SNITCP Client

- TCP Client: Router works as TCP client, initiate TCP

connection to TCP server. Server address supports both
and domain name
TCP Server: Router works as TCP server, listening for
connection request fronTCP client
UDP: Router works as UDP client
Robustlink: Router will automatically upload the serial dat
to Robustlink platform under the Robustlink protocol.
Robustlink is a management platform from Robustel. This
function only available when Routerdennects to

Robustlink
Server Address Enter the address of server which will receive the data sent frq Null
NR dzG SNQR& aSNAIFf LER2NI®D Lt | R
Server Port Enter the specified port of server which is used fareiging the | Null
serial data.
Local IP @ ansparent | Enter route€ AN IRvhichwill forward to the internet port of Null
router.
Local Port @ Enter the port of route® IBAN IP. Null
Transparent
Local IP @ Modbus Enter the local IP of under Modbusode. Null
Local Port @ Modbus | Enter the local port of under Modbus mode. Null

J£AO0] GKS a{dlddaé O2tdzyy (2 OASs (KS OdNNByid &SNAI

Serint P s

~ Serial Port Status list

Index Type TX RX Connection Status
1 R5232 oB 0B
2 R5485 oB 0B
4.3 Network
4.3.1Route

This section allows you to set the static roufgatic routes, based on the destinatiaddress, can add up to 20 static
routes to the router

ClickNetwork > Routing > Static Routirtg enter the static routing table, which allows users to manually add, delete
or modify static routing rules.
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» Static Route Table

Index Description Destination Netmask Gateway Interface +

Clid <= to add static route. The maximum couist20.

Static Route

» Static Route

Index [ i ]
Description [ ]
Destination [ ]
Netmask [ ]
Gateway [ ]
Interface [wwan
Static Route
Item Description Default
Index Indicate the ordinal of the list. --
Description Enter a description for this route. Null
Destination Enter the IP address of destination host or destination network. Null
Netmask Enter the Netmaskf destination host or destination network. Null
Router Define the router of the destination. Null
Interface Choose the corresponding port of the link that you want to configure.| wwan

This window allows you to view the status of route.

- Route Table

Index Destination Netmask Gateway Interface Metric
1 0.0.0.0 0.0.0.0 10.122.74.9 wwan 0
2 10.122.74.8 255.255.255.248 0.0.0.0 wwan 0
3 172.16.0.0 255.255.0.0 0.0.0.0 lan0 0
4.3.2Firewall

This section is used to set firewall parameters, including setting access control and adding filtering rules. Filtering
rules allow users to customize to accept or discard specified access sources and filter their IP addresses or MAC
addresses.

ClickNetwork > Firewall > Filteringp display the following.
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Filtering Port Mapping Custom Rules Status

A General Settings

Enable Filtering

o )

Default Filtering Policy [Accept m @
A Access Control Settings

Enable Remote SSH Access OFF

Enable Local SSH Access

:

Enable Remote Telnet Access

=}
m
b

Enable Local Telnet Access
Enable Remote HTTP Access
Enable Local HTTP Access
Enable Remote HTTPS Access
Enable Remote Ping Respond
Enable DOS Defending

Enable Console

s

@

Enable VPN NAT Traversal - OFF

» Whitelist Rules

Index Description Source Address +

- Filtering Rules
Index Source Address Source Port Source MAC Target Address Target Port Protocol +

Clik <= to add whitelist rules. ie maximum count is 50.

» Whitelist Rules

Index [1 ]

Description [ ]

Source Address [ ] @
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Clidk <= to add filtering rules.
OK22aAy3 4L/ a

 Filtering Rules

@ robustel

G6AYR26
LNR(G202f o

A&
I SNB

fle maximum count i§0.¢ K S

té Fa GKS VI IS

Protocol

Index [1 ]
Description | |
Source Address | l @

Source MAC | l @
Target Address | ] @
[
l

Action

¢tKS
example.

GAYR26 Aa

RA &LJX I

 Filtering Rules

RAALE I &S
al f

R
f

0S¢ Bd ¢6 K3y IES2 2ARYI 2 O@ ¢ /Ot

Index [ ]
Description [ l
Source Address [ l @
Source Port [ ] @
Source MAC [ ] @
Target Address [ l @
Target Port [ l @
Protocol [TCP n
Action [Drop n
Filtering
Item | Description Default
General Settings
Enable Filtering Click the toggle button to enable/disable the filtering option. ON
Default Filtering Policy { St SOG TNRB&SNRIOOSLIiEYyyYy23G 0SS OK Accept
rules table is not empty.
Accept: Router will accept all the connecting requests except t
hosts which fit thedropfilter list
Drop: Router will drop all the connecting requests except the
hosts which fit the accept filter list
Access Control Settings
Enable Remote SSktcess | Click the toggle button to enable/disable this option. When enableq OFF

the Internet user can access the router remotely via SSH.
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Filtering

Item Description Default

Enable Local SSH Access | Click the toggle button to enable/disable this option. When enableq ON
the LAN user can accebe router locally via SSH.

Enable Remote Telnet Acce| Click the toggle button to enable/disable this option. When enableq OFF
the Internet user can access the router remotely via Telnet.

Enable Local Telnet Access| Click the toggle button to enabldisable this option. When enabled, | ON
the LAN user can access the router locally via Telnet.

Enable Remote HTTP Acce] Click the toggle button to enable/disable this option. When enableq OFF
the Internet user can access the router remotely via HTTP.

Enable Local HTTP Access| Click the toggle button to enable/disable this option. When enableq ON
the LAN user can access the router locally via HTTP.

Enable Remote HTTPS Acc| Click the toggle button to enable/disable this option. When enableq ON
the Intemet user can access the router remotely via HTTPS.

Enable Remote Ping Respo| Click the toggle button to enable/disable this option. When enableq ON
the router will reply to the Ping requests from other hosts on the
Internet.

Enable DOS Defending Click the toggle button to enable/disable this option. When enableq ON
the router will defend the DO®I0s attack is an attempt to make a
machine or network resource unavailable to its intended users.

Enable Console Click the toggle button tenable/disable this option. When enabled, | ON
the user can access the router via Console.

Enable the vpn_nat traversa Click the toggle button to enable/disable this option. When enableq OFF
the router automatically modifies the IP address of the VPN heade
received by WAN/WWAN to the IP address of the device under LA
port and sends it out.

Whitelist Rules

Item Description Default

Index Indicate the ordinal of the list. -

Description Enter a description for this whitelist rule. Null

Source Address Defines if acessis allowedfrom one or a range of IP addresses whic| Null
are defined by Source IP Address, or every IP addresses.

Filtering Rules

Index Indicate the ordinal of the list. -

Description Enter a description for this filtering rule. Null

Source Address Defines if acessis allowedfrom one or a range of IP addresses whic| Null
are defined by Source IP Address, or every IP addresses.

Source Port Specify an access originator and enter its source port. Null

Source MAC Enter the MAC ddress of the defined source IP address. Null

Target Address Defines if access is allowed to one or a range of IP addresses whiq¢ Null
defined by Target IP Address, or every IP addresses.

Target Port Enter the target port which the accessginator wants to access. Null

Protocol {StSOG FTNRY da! tfombcHgtteEd a! 5t Al
NoteYy LG Aa NBO2YYSYRSR e&RrkE (R 28/XX
which protocol of your application to use.
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Filtering

Item Description Default
Action {StSOG FTNRY da! OOSLIié 2NJ a5 NER L Drop

- Accept: WherDefault Filtering Policy is dromuter will drop all
the connecting requests except the hosts which fit this accept
filtering list
Drop: WherDefault Filtering Policy is accept, router will accept
the connecting requests except the hosthich fit this drop
filtering list

Port mapping is defined manually in routers, and all data received from certain ports of the public network is
forwarded to a certain port of an IP in the intranet. Chiédwork > Firewall > Port Mappintp disphy as follows:

Port Mapping Custom Rules DMZ Status

- Port Mapping Rules

Index Description Internet Port Local IP Local Port Protocol +

Clik 4= to add port mapping rules.HE maximum rule count is 50.

Port Mapping

» Port Mapping Rules

Index |1 ]
Description | |
Remote IP | | ®
Internet Port | | ®
LocalIp | |
Local Port | | ®
Protocol [Tcp-uDP
Port MappingRules
Item Description Default
Index Indicate the ordinal of the list. -
Description Enter a description for this port mapping. Null
Remote IP Specify theéhost or network which can access to the local IP address. | Null

Empty means unlimited. e.g. 10.10.10.10/255.255.255.255 or
192.168.1.0/24

Internet Port Set he internet portof router whichcan be accessed by other hosts fror] Null
internet.

Local IP Enter routeQBAN IRvhichwill forward to the internet port of router. Null

Local Port Enter the port of route® IBAN IP. Null

Protocol {StSOG FTNRY dac¢f 5¢& kKAS5e 2 dzZRINI QKN | TCPUDP
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G/ dza G 2 Yis useddifiSeditiles.Click Network > Firewall > Custom Rule® display the following.

Filtering Port Mapping Custom Rules

A Custom Iptables Rules

Rule

Index Description

Clidk == to add custom rules.#e maximum rule count is 50.

A Custom Iptables Rule

Index [1 ]
Description [ ]
Rule [ ] @
Custom Iptables Rules

Item Description Default
Index Indicate the ordinal of the list. -
Description Enter adescription for this custom rule. Null
Rule Specify one custom rule. Null

DMZ (Demilitarized Zone), namely the isolation zone, also known as the demilitarized zone. It is a buffer between
non-security system and a security system in order to solvepiablem that the access users of the external
network cannot access the internal network server after installing the firewall. The DMZ host is an intranet host tha
has open access to all ports except those occupied and forwarded.

Click Network > Firewd > DMZ to display as follows:

Fitoing ____vortMapping ___custom e

Host IP Address [ ]

Source IP Address [ ] @
DMZSettings
Item Description Default
Enable DMZ Click the toggle buttoto enablddisableDMZ DMZ host is a host on the OFF
internal network that has all ports exposed, except those ports otherwise
forwarded.
HostIP Address Enter the IP address of the DMZ hostymur internal network. Null
Source IP Address| Set the address which can talk to the DMZ h690.0.0means for any Null
addresses.

This window allows you to view the status of chain input, clf@wward and chain output.
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Filtering Port Mapping Custom Rules DMZ Status

» Chain Input

Index Packets Target Protocol In Out Source Destination
1 4] DROP tcp wwan = 0.0.0.0/0 0.0.0.0/0
2 0 DROP tcp wwan * 0.0.0.0/0 0.0.0.0/0
3 4] DROP tcp wwan = 0.0.0.0/0 0.0.0.0/0
4 4] REJECT tcp - - 0.0.0.0/0 0.0.0.0/0
3 52 ACCEPT tcp = = 0.0.0.0/0 0.0.0.0/0
6 4] DROP tcp - - 0.0.0.0/0 0.0.0.0/0
7 4] ACCEPT tcp = = 0.0.0.0/0 0.0.0.0/0
8 4] DROP tcp = = 0.0.0.0/0 0.0.0.0/0
a 4] ACCEPT icmp = = 0.0.0.0/0 0.0.0.0/0
10 4] DROP icmp = = 0.0.0.0/0 0.0.0.0/0
Index Packets Target Protocol In Out Source Destination
1 4] TCPMSS tcp - - 0.0.0.0/0 0.0.0.0/0

 Chain Qutput

Index Packets Target Protocol In Out Source Destination

4.3.3IP Passthrough

ClickNetwork >IP Passthrough > IP Passthroughenable or disable the IP Passough option.

IP Passthrough

» General Settings

If router enables the IP Paftwough, the terminal device (such as PC) will enable the DHCP Client mode and connec
to LAN port of the router; and after the router dial up successfully, the PC will automatically obtain the IP address an
DNS server addreswvhich assigned by 19B. use this feature, the primary link needs to be set to WWAN and the
backup link needs to be set to None.

4.4 VPN

4.4.11Psec

IPsec (Internet Protocol Security) is a protocol built on the Internet Protocol layer that enables two hosts to
communicate in a secure manner. IPsec is the direction of secure networking and provides proactive protection
against attacks on private networks and the Internet through-eménd security

ClickVirtual Private Network > IPsec > Genetalset IPsec pameters
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General Tunnel Status x509

A~ General Settings

Keepalive [20 ] @
Optimize DH Exponent Size @
Debug Enable

GeneralSettings @ General

Item Description Default
Keepalive Set the keepalive time, measured in seconds. The router will send pac 20

to NAT server every keepalive time to avoid record remove from the N

list.
Optimize DH Exponen| Click the toggle button to enable/disable this option. When enabled, it | OFF
Size reduces the time to generate the key
Debug Enable Click the toggle button to enable/disable this option. Enable for IPsec \| OFF

information output to the debug port.

» Tunnel Settings

Index Enable Description Gateway Local Subnet Remote Subnet +

Clik 4= to add tunnel settings.ile maximum count is 6.

» General Settings

Index [1 ]

Enable m:]

Description

Gateway

Mode

Protocol

Local Subnet

Remote Subnet

General Settings @unnel

Item Description Default

Index Indicate the ordinal of the list. --

Enable Click the toggle button to enable/disable this IPsec tunnel. ON

Description Enter a description fathis IPsec tunnel. Null

Router Enter the address of remote sidest#e VPN servef.0.0.0 represents for any Null
address.
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Mode { St SOG FTNRBY dc¢dzyySté¢ |yR a¢ NI yaLRN Tunnel
- Tunnel: Commonly used between routers, or at an-station to a router,

the routeracting as a proxy for the hosts behind it

Transport: Used between ergtations or between an enstation and a

router, if the router is being treated as a hdst example, an encrypted

Telnet session from a workstation to a router, in which the routénés

actual destination

Protocol { St SOG GKS aSOdaNAidGe LINRPG202ft & TNRYESP

ESP: Use the ESP protocol

AH: Use the AH protocol

Local Subnet Enteri KS € 20Ff &adzoySiéiQa I RRNB.

192.168.1.0/24

RemoteSubnet |Enteri KS NBY203S adzoySiQa R R NJ&.§.40.82010/24 Null

Link binding Select the link to build Bec. Unbound

L& @ AGK | Null

(o)

(0p))

¢KS 6AYR26 A& RAALILIESR & 08t2¢ 6KSy OK22aAy3 &t {Y

A IKE Settings

IKE Type [IKEVI

Negotiation Mode [Ma\'n

Authentication Algorithm [MDS

Encryption Algorithm [3DES

IKE DH Group [DngoupZ

Authentication Type [ PSK

PSK Secret [

Local ID Type [Default

Remote ID Type [Default

< M- Jull <l NN Q<Q-<

IKE Lifetime |86400

®@

(p))

ThewindowiRA &L  €SR a 0St2¢g ¢gKSy OK22aAy3a al/!é L a GKS

A IKE Settings

IKE Type [IKEvl

Negotiation Mode [Main

Authentication Algorithm [ MD5

Encryption Algorithm [3DES

IKE DH Group [DngoupZ

Authentication Type [CA

Private Key Password [

<Nl -N-B- B0

@

IKE Lifetime 86400
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(@]
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~
No
[SN
[SN

CKS 6AYR26 Ad RAALIFESR I & KSy OKz22aAy3 at/ Y

—
~
fa
<
s
<

IKE Type

Negotiation Mode

Encryption Algorithm

Authentication Algorithm

Authentication Type PKCS#12 v

Private Key Password

IKE Lifetime

)]
T
I=
=
< fl<- <R Q<]

[
[
[
[
IKE DH Group  |DHgroup2
[
[
[

¢tKS gAYR26 A& RAALIXLFITESR la 0St29 ¢gKSy OK22aAiy3a aE! d

~ IKE Settings

IKE Type [IKEvl

Negotiation Mode [Main

Authentication Algorithm [ MD5

Encryption Algorithm [3DES

IKE DH Group [DngoupZ

Authentication Type [xAuth PSK

PSK Secret [

Local ID Type [Default

<N Bul -l B BN Q-

Remote ID Type [Default

Username [ ] @
Password [ ] @
IKE Lifetime | 86400 | ®
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¢tKS 6AYR26 A& RAALI I @SR a4 0St26 sKSy OK22aAiy3d 4&E! d

~ IKE Settings

IKE Type [IKEvl

Negotiation Mode [Ma\'n
Authentication Algorithm [MDS
Encryption Algorithm [3DES

IKE DH Group [DngoupZ
Authentication Type [xAuth CA

Private Key Password [ ]

Username | | ®
Password [ ] ®@
IKE Lifetime | 86400 | @
IKE Settings
Item Description Default
IKE Type { St SOG FTNRBY daLY9IOME YR GLY9DHE d|IKEVL

Negotiation Mode |[{ St SO0 FNRY daal Ay ¢ | nédgotiatoh AcaeNBphase 14 Main
If the IP address of one end of arsdP tunnel is obtained dynamically, the Ik
negotiation mode must be aggressive. In this case, SAs can be establishg
long as the username and password are correct.

Authentication { St SO0 THRYEma&SpPe H Hpc étohkRNediqIKE H | MD5

Algorithm negotiation.

Encrypt Algorithm | { St SOG FTNRY Go59{£¢£X ! 9{mMHyé¢ZX a&! {3DES
negotiation.

3DESUse 16&bit 3DES encryption algorithm in CBC mode
AES28: Usel28-hit AESencryptionalgorithm in CBC mode
AES128: UsE92-hit AESncryptionalgorithm in CBC mode
AES256: Use56-hit AESencryptionalgorithm in CBC mode
IKE DH Group { St SOB | EWNRMUEANP dzLJH € = & 51 I NP dzLJp € =| DHgroup2
a51 ANRdzLIMp € X &5 1 3 NER dzLIm c € 3o bé GsedAnNky (
negotiation phase 1.
Authentication Type [{ St SOG FTNRY at {Yé€Z a/! éX AGE! dzi K 1{PSK
negotiation.

PSKPreshared Key

CA: Certification Authority

xAuth: Extended Authentication to AAA server
PSK Secret Enter the preshared key. Null
Local ID Type Selectfromi 5 S BlZdzfalCv5bé YR d&a! AaSNJ Cv 5 b| Default
Default Uses an IP address as thanDKE negotiation
FQDN: Uses an FQDN type as the ID in IKE negotiation. If this optior
selected, type a name without any at sign (@) for the local security
router, e.g., test.robustel.com
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types

IKE Settings
Item Description Default
User FQDN: Uses a user FQDN type as the ID in IKE negofi#tisn. |
2LIA2Yy Aa aStSOGSRzE GeLIs I yI YS
security router, e.g., test@robustel.com
Remote ID Type { St SODeffINEY aCv5bé YR da! aSNJ Cv 5 b | Default
- Default Uses an IP address as the ID in IKjotmeion
FQDN: Uses an FQDN type as the ID in IKE negotiation. If this optior
selected, type a name without any at sign (@) for the local security
router, e.g., test.robustel.com
User FQDN: Uses a user FQDN type as the ID in IKE negotiation. If {
2LA2y Aa aStSOGSRZ dGeLsS + ylI Y
security router, e.g., test@robustel.com
IKE Lifetime Set the lifetime in IKE negotiation. Before an SA expires, IKE negotiates 4§ 86400
SA. As soon as the new SA is set up, itsa@fiect immediately and the old
one will be cleared automatically when it expires.
Private Key Passwor{ 9 Y i SNJ 1 KS LINA Ol 6 §R]1 8&! dafi RSN & K 6 da Null
Username Enter the username used fortileE | dzii K t { Y £ ! dutfieRticati¢h! | Null
types
Password Enter the mssword used fothe @ E ! dzii K t { Y é dutfidRticatiéh! | Null

If clickVPN > IPsec > Tunnel > General Settiagsl choos&SRas protocol. The specific parameter configuration is

shown aselow.

Tunnel

» General Settings

Index |1 |
Enable m:]

Description | |
Gateway [ ] ©)

Mode [Tunnel

Protocol |ESP
Local Subnet [ ] ©)
Remote Subnet [ ] @)
Link Binding |Unspecified ©)

v IKE Settings
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A~ SA Settings

Encrypt Algorithm | 3DES
Authentication Algorithm | MD5
PFS Group | DHgroup2

SA Lifetime | 28800 | ©)

DPD Interval | 60 | @

DPD Failures | 180 | @

If choose AH as protocol, the window of SA Settings is displayed as below.

» General Settings

Index [1 ]

Description | |

Gateway | | @
Mode [Tunnel
Protocol  |AH
Local Subnet | | @
Remote Subnet | | ©)

A SA Settings

Authentication Algorithm  [SHA1
PFS Group [DngoupZ

SA Lifetime | 28800 | ®

DPD Interval [30 ] ®

DPD Failures [150 ] @

» Advanced Settings

Enable Compression - OFF
Enable Forceencaps - OFF @

Expert Options

] ®

SA Settings

Item Description Default

Encrypt Algorithm | { St SO0 FTNRY Go59{ £z a!®K3InA y&Zdzad| 3DES
Ay At NEighe §egutityneans more complex implementation and
lower speed. DES is enough to meet general requirements. Use 3DES
high confidentiality and security are required.

Authentication {St SO0 FTHRRYEma&Spd H HpcC ol NedirBA | H MD5
Algorithm negotiation.
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SA Settings

Item Description Default

PFS Group Select fromdPFSH k ! dbd 3 NB, BLUIMEENER dzLJH ¢ = & 51 3 N DHgroup2
51 ANRdzLIMvn € 2 a&a51 AINRdzLIMp € X a51 INR
to be used irSAnegotiation.

SA Lifetime Set the IBec SA lifetime. When negotiating tetap IBec SAs, IKE uses th| 28800
smaller one between the lifetime set locally and the lifetime proposed by
the peer.

DPD Interval Set the interval after which DPD is triggered if neetRprotected packets is| 30

received from the peer. DPB aDead peedetection. DPD irregularly
detects dead IKE peers. When the local end sendssaec [facket, DPD
checks the time the last $8c packet was received from the peer. If the tin
exceeds the DPD interval, it sends a DPD hello to the peer. If the local ¢
recaves no DPD acknowledgment within the DPD packet retransmissiol
interval, it retransmits the DPD hello. If the local end still receives no DA
acknowledgment after having made the maximum number of
retransmission attempts, it considers the peer alreadydjemd clears the
IKE SA and thed&t SAs based on the IKE SA.

DPD Failures Set the timeout of DP[Dead Peer Detectigrpackets. 150

Advanced Settings

Enable Compression Click the toggle button to enable/disable this option. Enabledmpress OFF
the inner headers of IP packets.

Enable Forceencaps| Click the toggle button to enable/disable this option. When enabled, UD| OF
encapsulation of esp packets is forced even if NAT conditions are not
detected. This helps overcome restrictive Vials.

Expert Options Add more PPP configuration options hei@mat: configdesc;configdesc, | Null
e.g. protostack=netkey;plutodebug=none

This section allows you to view the status of the IPsec tunnel.

Gonar ruma . - 00

- IPSec Tunnel Status

Index Description Status Uptime

User can upload the X509 certificates thoe IPsec tunnel in this section.
General Tunnel Status x509

II

» X509 Settings

Tunnel Name [Tunnel 1
Local Certificate [. Choose File |No file chosen [+ |
Remote Certificate [. Choose File [No file chosen (|
Private Key [. Choose File |No file chosen [+

» Certificate Files

Index File Name File Size Modification Time
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x509
Item ‘ Description ‘ Default
X509 Settings
Tunnel Name Choose avalidtunn@ NB Y aildzyy St mMé s a&idzyy S| Tunnell
GldzyySt pé¢ FyR aGldzyySt ce¢o
Local Certificate |/ £ A O] 2y & logaR thé certificateffil8 fom (b&l computer, and --
then import this file into your router.
Remote Certificate | / f A O] 2y &/ K22aS CAftS¢ (2 204§ -
and then import this file into your router.
Private Key Ciq 2y a/ K22aS CAf S¢ ir@nldc@ @mputdr, and --
then import this file into your router.
CA certificate /| ftAO1 2y G/ K224aS CAftS¢g G2 204§ -
then importCA certificate into yourouter.
PKCS#12 Certificat / t A O] 2y &/ K22aS CAftS¢ (2 t201 4S5 -
then import PKCS#12 certificate into your router.
Certificate Files
Index Indicate the ordinal of the list. -
Filename Show the importedd SNI A FA O 1SQa yI YSo Null
File Size Show the size of the certificate file. Null
ModificationTime | Show the timestamp of that the last time to modify the certificate file. Null

4.4.20penVPN

This section allows you to set the OpenVPN and the related paramé&genVPN, an open source $aked VPN
system. The OpenVPN feature can support both ptuirfioint and pointto-multipoint (clientside) VPN channels.
Click ¥YPN > OpenVPN > OpenVRN display the following.

OpenVPN

A Tunnel Settings

Index Enable Description Mode +

» Password Manage
Index Username +

A Client Manage

I Index Enable Common Name Client IP Address +

/[ fA01 (2 FTRR GdzyySt aSiaAy3aed ¢KS YI EAYdzy O2dzy i A a
mode.
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Index [ 1

—

Description

Mode

Protocol

Server Address

Server Port

@

Authentication Type

Local IP 10.8.0.1

Remote IP 10.8.0.2

Keepalive Interval

[
|
[
[
[
Interface Type [TUN
[
[
|
[
[

® Q@

Keepalive Timeout

4 oo
JUUU e UL L

Enable Compression

on E
Enable NAT m

Verbose Level

=
@

¢tKS gAYR26 A& RAALIAIBESR Fa 0Sft2¢ 6KSy OK22aAiy3d a! dzi

OpenVPN

» General Settings

Index

(1
Enable m:]

Description

[
Mode [Auto ®
[

Private Key Password

Enable Client Status

Enable NAT - OFF
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The window is displayed asbelénK Sy OK22aAy3 a/ ft ASyidié a GKS Y2RS

A General Settings

Index [1

Enable m:]

Description [ ]
Mode [Client

Protocol [UDP

—

Server Address [

Server Port [ 1194

Interface Type [TUN
Authentication Type |None ®
Renegotiation Interval | 86400 | ®
Keepalive Interval [20 ] @
Keepalive Timeout [120 ] @

Enable Compression

Enable NAT OFF

Verbose Level

ILs

|
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7

CKS SsAYR26 A& RAALI I 8SREN & 80 $KSs YeRSW OK22a8Ay3 6a{ SN

A General Settings

Index (1 |

Description

|
Mode [Server ®@
Protocol [UDP
Listen IP Address | |
Listen Port 1194 |
Interface Type [TUN
Authentication Type [None [©)
Enable IP Pool Cm
Client Subnet  [10.8.0.0 |
Client Subnet Netmask | 255.255.255.0 |
Renegotiation Interval | 86400 ke
max Clients (10 |
Keepalive Interval [20 ] ©)
Keepalive Timeout 120 | ®
TUN MTU 1500 |
[

Max Frame Size

Enable Compression

Enable Default Gateway Cm
(0

Enable NAT OFF

Verbose Level
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The window displays as follows when "None" is selected as the authentitgtien

» General Settings

Index [1

Description

Mode

@

Protocol

Peer Address

Peer Port

Interface Type

=
=
< JENE) - ) < U

=
(=]
=
1]

I Authentication Type

Renegotiation Interval 86400 ] @
Keepalive Interval 20 ] @
Keepalive Timeout 120 ] @

TUNMTU (1500 |
]

Max Frame Size

Enable Compression
Enable NAT OFF

Enable DNS overrid OFF @

Verbose Level

I'lls
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The window displays as follows whdréshared is selected as the authenticatidype.

@ robustel

~ General Settings

Index
Enable

Description

(1

o [

[

Max Frame Size

)
Mode |Client
Protocol [UDP
Peer Address | |
Peer Port (1194 |

Interface Type [TUN
Authentication Type |Preshared
Encrypt Algorithm  [BF
Authentication Algorithm  [SHA1
Renegotiation Interval | 86400 |
Keepalive Interval | 20 |
Keepalive Timeout | 120 |
TUN MTU [ 1500 |
[ )

Enable Compression
Enable NAT
Enable DNS overrid

Verbose Level

ONON®

(=]

Dec 29, 2020
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The window displays as follows when "Password" is selected as the authentigygigon

@ robustel

A General Settings

Index
Enable
Description
Mode
Protocol

Peer Address
Peer Port

Interface Type

(1
Lon

Authentication Type

[ )
(Client ®
(uppP

[ )
(1104 |
[Tun

[

Password

Username

Password

Encrypt Algorithm
Authentication Algorithm
Renegotiation Interval
Keepalive Interval
Keepalive Timeout
TUN MTU

Max Frame Size
Enable Compression
Enable NAT

Enable DNS overrid

Verbose Level

ONONT)

0
s
&

o]
=]

OFF ®

Ho
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The window displays as follows when "X509CA" is selected as the authentigaton

A General Settings

[

Index

Enable

g

Description

Max Frame Size

Private Key Password
FTIVdLE REY FPdsSswWorua

]
Mode |Client ®@

Protocol [UDP

Peer Address | |

peer Port (1194 |

Interface Type [TUN
Authentication Type | X509CA !I@

Encrypt Algorithm  [BF

Authentication Algorithm  [SHA1
Renegotiation Interval | 86400 | ®
Keepalive Interval |20 | ®
Keepalive Timeout | 120 | ®

TUN MTU (1500 |

]

|

Enable Compression
Enable NAT OFF

Enable DNS overrid

Verbose Level

ol
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The window displays as follows when "X509CA Pssword" is selected as the authentication type.

A General Settings

[ )
Mode |Client ®

Protocol [UDP

Peer Address | |

peer Port (1194 |

Interface Type [TUN
Authentication Type [X509CA Password | ©)

Username | ]

password | |

Encrypt Algorithm  |BF

Authentication Algorithm  [SHA1
Renegotiation Interval |86400 | ®
Keepalive Interval |20 | ®
Keepalive Timeout | 120 | ®

TUN MTU (1500 |

[ )

[ )

Index [1 ]

o @

Enable

Description

Max Frame Size

Private Key Password

Enable Compression
Enable NAT

Enable DNS overrid

=]

B

Verbose Level

General Settings @ OpenVPN

Item Description Default

Index Indicate the ordinal of the list. -

Enable Click the toggle button to enable/disable this OpenVPN tunnel. ON

Description Enter a description for this OpenVPN tunnel. Null

Mode {StSOG FTNRY datwuté 2N a/ fASydé o Clent

Protocol { St SO0 T&BNt G ISHthEZSINND SANG / bt UDP

Server Address Enter the endio-end IP address or the domain of the remote OpenVl Null
server.

Server Port Enter the endo-end listener port or the listener port of the OpenVPN 1194
server.

Listen IPAddress Enterthe IP address or domain name of this end. Null
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General Settings @ OpenVPN

Item Description Default
ListenPort Enter the listening port of this end. 1194
Interface Type { St SOG FTNRY d¢! béx a¢!té gKAOK|TUN
interface for OpenVPN. The difference between TUN and TAP devi
that a TUN device is a poitd-point virtual device on network while a
TAP device is a virtual device on Ethernet.
Username 9YGSNI GKS dzaASNYI YS dzaSR F2NJ dat | Null
authentication type.
Password Enter the msswordusedfoé t F a2 g2 NR€ 2 NJ & - p n ¢ Null
authentication type.
Authentication Type | { St SO0 FNRY ab2ySé> at NBaKI NBR|None
tla4a62NRE D
b2GSY ab2yS¢é¢ FyR dt NSAKFNBRE |
with P2P mode.
Erable IPPool Click the toggle button to enable/disable this option. When enabled,| OFF
client will get the virtual IP from the address pool.
Local IP Enter the local virtual IP. 10.8.0.1
Remote IP Enter the remote virtual IP. 10.8.0.2
ClientSubnet The client virtual IP network address. 10.8.0.0

ClientSubnet

The client virtual IP network address mask.

255.255.255.0

Netmask
Encrypt Algorithm | { St SO0 FTNRY ®.5Q%% >4 39 {9 MHYyES{ & BF
a! 9{ HpCcéE D
BF: Usd 28-bit BFencryptionalgorithm in CBC mode
DES: Us64-bit DESencryptionalgorithm in CBC mode
DESEDES3: Usk92-bit 3BDESncryptionalgorithm in CBC mode
AES128: UsE28-hit AESncryptionalgorithm in CBC mode
AES192: UsE92-hit AESncryptionalgorithm in CBC mode
AES26: Use256-bit AESencryptionalgorithm in CBC mode
Authentication Choose from "MD5", "SHA1", "SHA256" and "SHA512". SHA1
Algorithm
Max Clients Set the maximum number of client connections in server mode. 10
Renegotiation Set therenegotiation interval. If connection failed, OpenVPN will 86400
Interval renegotiate when the renegotiation interval reached.
Keepalive Interval Set keepalivéping)interval to check if the tunnel is active. 20
Keepalive Timeout | Setthe keepalive timeoutrigger OpenVPN restart after n seconds p| 120
without reception of a ping or other packet from remote.
TUN MTU Set the MTU of tunnel. 1500
Max Frame Size Set the slice size of the data to be transferred in the tunnel. Null
Private Key Passwor( Enteri KS LINA @I 0SS 1Se& LI &aag2NR dzy R Null
tFAa62NRE FdzZAKSYOGAOFGA2Yy GeLSo
Enable Compression| Click the toggle button to enable/disable this optionakle to ON

compress the data streawof the header.
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General Settings @ OpenVPN

Item Description Default

Enable DNS overrid | Click the toggd button to enable/disable this option. When enabled, t| OFF
DNS pushed by the server will be received as the local DNS server.

Enable Default Click the toggle button to enable/disable this option. When enabled,| ON
Gateway gateway pushed by the serveiill be received as the local gateway.

Enable Client Status | Click the toggle button to enable/disable this option. Used to display] OFF
information about the status of connected clients when the server is
enabled.

Enable NAT Click the toggle button tenable/disable the NAT option. When OFF
enabledthe source IP address of host behiaditer will be disguised
before accessing the remote OpenVPN client.

Verbose Level Select the level of the output log and values from O to 11. 0
0: No output except fatatrrors

1~4: Normal usage range

5: Output R and W characters to the console for each packet re
and write

6~11: Debug info range

Advanced Settings @ OpenVPN

Item Description Default

Enable HMAC Firewal| Click the toggle button to enable/disable this optigxdd an additional OFF
layer of HMAC authentication on top of the TLS control channel to prot
against DoS attacks.

Enable PKCS#12 Click the toggle button to enable/disable the PKCS#12 certifittatean OFF
exchange of digital certificate encryption standard, used to describe
personal identity information.

Enable nsCertType | Click the toggle button to enable/disable nsCertType. Require that pee OFF
certificate was signed with an explicit nsCertTyesignation of "server".

Expert Options Enter some other options of OpenVPN in this field. Exgnessiorcan be | Null
aSLI NFrGSR 68  wWTQo

ClickPasswordManage + to add user names and passwords, up to 20.fdhewing is displayed.

OpenVPN

» General Settings

Index |1 |

Username [ ]

Password [ ]
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Password Manage

Item Description Default

General Settings

Index Indicate the ordinal of the list. --

Usename In server mode, configure the username of the client. Null

In server mode, configure the passwarokresponding to the user
name of the client.

Password Null

ClickPassword Manag(,"' to add user names and passwords, up to 20. The following is displayed.

» General Settings

Index |1 ]
enable [B )
Common Name | | @
Client IP Address | ]

OpenVPN

Item Description Default

General Settings

Index Indicate the ordinal of the list. --
Enable Click the toggle button to enable/disable this option. ON
Common Name Specify the client's common name. Null

ClientIPaddress |{ LISOAFTASa (KS Of ASydQa @A NI dzl Nul

This section allows you to view the status of the OpenVPN tunnel.

openven . - 0

» OpenVPN Tunnel Status

Index Description Status Uptime Local IP
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Usercan upload the X509 certificates for the OpenVPN in this section.

Status x509

OpenVPN

~ X509 Settings @

Tunnel Name [Tunnel 1
Root CA [ Choose File |No file chosen [+
Certificate File || Choose File |No file chosen e
Private Key [ Choose File |No file chosen 0
TLS-Auth Key || Choose File |No file chosen o
PKCS#12 Certificate || Choose File |No file chosen (o]
Pre-Share Key [ Choose File |No file chosen [+

A Certificate Files

Index File Name File Size Modification Time
x509
Item Description Default
X509 Settings
Tunnel Name Choose a valid tunnel. Tunnel 1
Mode Set for the selected tunnel. Client
Root CA I £ A0l 2VyAfaSéK 20228 § 2Aé, anGtheih Knort MR felintod Null

your router.
I tA01 2V
into your router.

Certificate File a/ K22a8 CAftS¢ (2 t20F04S8

Private Key /I ftAO1 2y G/ K22aS CAfSé¢ G2 t 2t04fileS
into your router.
TLSAuth Key I fTAO1 2y 4/ K2 2 & SautB kef fle¢ andititen in@odthisi fie

into your router.
PKCS#12 Certificate| / £ A O1 2y G/ K22a$S CAft S¢ filg andthed npait S
this file into your router.

Certificate Files

Index Indicate the ordinal of the list. -

FileName (K26 GKS AYLEZ2NIGSR OSNIATFTAOFGSQA | Nul
File Size Show the size of the certificate file. Null
Modification Time Show the timestamp dhat the last time to modify the certificate file. Null

4.4.3GRE

This section allows you to set tiREand the related parameter§GRE (Generic Routing Encapsulation) specifies
how one network protocol can be used to encapsulate another. There are twousagof the GRE protocol:
intra-enterprise protocol encapsulation and private address encapsulation.
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GRE

» Tunnel Settings

Index Enable

Description Remote IP Address

@ robustel

Clik <= to add tunnel settings.fe maximum count is 5.

» Tunnel Settings

Remote IP Address

Local Virtual IP Address

Local Virtual Netmask

Remote Virtual IP Address

Enable Default Route

Index

Enable

Description

B
o [
|
|
|
|
|_
[ 3
o
|

Enable NAT
Secrets
Tunnel Settings @ GRE
Item Description Default
Index Indicate the ordinal of the list. --
Enable Click the toggle button to enable/disable this GRE tunnel. ON
Description Enter a description for this GRE tunnel. Null
Remote IP Address Set the remote real IP addresfthe GRE tunnel. Null
Local Virtual IP Address | Set thelocalvirtual IPaddressof the GRE tunnel. Null
Local Virtual Netmask Set the local virtual Netmask of the GRE tunnel. Null
Remote Virtual IP Addreg Setthe remote virtual IPAddressof the GRE tunnel. Null
Enable Default Route Click the toggle button tenable/disable this option. When enabled, all | OFF
the traffics of the router will go through the GRE VPN.
Enable NAT Click the toggle button to enable/disable this option. This option must| Disable
enabled when router under NAT environment.
Secrets Setthe key of the GRE tunnel. Null
This section allows you to view the status of GRE tunnel.
~ GRE tunnel status
Index Description Status Local IP Address Remote IP Address Uptime
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4.5 Services

4.5.1Syslog

This section allows you to set the syslog paramet&nsl its "Log to Remote" is disabled by default. The system log
can be saved locally, asgnding the system log to the remote log server is supported, as well as the debugging of
specified applications.

Syslog

» Syslog Settings

Enable m:]

Syslog Level | Debug

Save Position |:RAM @

Log to Remote Cm @

¢KS 6AYR26 A& RAALILI&8SR & 08t2¢ 6KSy SylofAiy3d GKS

Syslog

» Syslog Settings

Enable m:]

Syslog Level |.Debug

Save Position |:RAM @

Log to Remote m:] ®@
Add Identifier Cm @

Remote IP Address | |

Remote Port | 514 |

SyslogSettings
Item Description Default
Enable Click thetoggle button to enable/disable the Syslog settings option. OFF
Syslog Level Select foY ébigg Znfoé E otiGeb X ar@iAg or & ABorg, which fromlow to Debug
high. Thelower level will output more syslog in detail.
Save Position Selectthe saveJ?2 & A (1 A RAME & DB ¥ &CQoasblé K22 a4 S & w! RAM

datawill be cleared after reboot.

Note: It's not recommended that saving syslog to NVM (Naotatile Memory)
for a long time.

Log to Remote Click the toggle button to enable/disable thistimm. Enable to allow router OFF
sending syslog to the remote syslog server. You need to enter the IP and Pg
the syslog server.

Add Identifier Click the toggle button to enable/disable this option. When enabled, you ddrnf OFF
serial number to syslognessagevhich used for loading Syslog to RobustLink.
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Remote IP Address 9 Yy 1 SNJ 4G KS Lt | RRNBaa 2F aeaftz23 aSnNNul
Remote Port 9YGSNI GKS LIRNI 2F seatz23 aSNISNI 6H514
4.5.2Event

This section allows you to set theuter events.It can be configured to send event alerts via SMS or report router
event occurrences via SNMMRAP and RCMS.

Event Notification Query

» General Settings

Signal Quality Threshold [O ] @

General Settings @ Event
Item Description Default
Signal Quality Threshold| Set the threshold for signal quality. Router will generate a log event wh{ O
the actual threshold is less than the specified threshold. 0 means disal]
this option.

» Event Notification Group Settings

Index Description Send SMS Send Email Save to NVM +

Clik 4 button to addevent parameters

» General Settings

Index

[

Description

[
Send SMS
Send Email
DO Control
Save to NVM @)
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______________________________________________________________________________________________________________________________________________________________|

System Startup

System Reboot

System Time Update
Configuration Change
Cellular Network Type Change
Cellular Data Stats Clear
Cellular Data Traffic Overflow
Poor Signal Quality

Link Switching

WAN Up

WAN Down

WLAN Up

WLAN Down

WWAN Up

WWAN Down

IPSec Connection Up

IPSec Connection Down
OpenVPN Connection Up
OpenVPN Connection Down
LAN Port Link Up

LAN Port Link Down

USB Device Connect

USB Device Remove

DDNS Update Success
DDNS Update Fail

Received SMS

SMS Command Execute

DI 1 ON

DI 1 OFF

LEEPEREEEEEPPEEEREREEEE R

DI 1 Counter Overflow

General Settings @ Notification

Item Description Default

Index Indicate the ordinal of the list. --
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Description Enter a description for this group. Null

Sent SMS Click the toggle button to enable/disable this option. When enabled, the router| OFF
send notification to the specified phone numbers via SMS if event oclues.
specified phone number is set in "4.5.4 SMS".

Phone Number | Enter the phone numbers usddr receiving event notification. Use a semicolon (| Null
to separate each number.

Send Email Click the toggle button to enable/disable this option. When enabled, the router| OFF
send natification to the specified email box via Email if event occurgh8etlated
SYIFAft | RENESNIIAAGS a0 H 9Y I Af ¢ @

Email Addresseg Enter the email addresses used for receiving event notification. Use a space t¢ Null
separate each address.

DO Control Click the toggle button to enable/disable this option. Wierabled, the DO outpu{ OFF
is triggered.

Save to NVM Click the toggle button to enable/disable this option. Enable to save eventto | OFF
nonvolatile memory.

In the "Query" column, you can query the occurrence records of various events. Selsicirtge location, enter
keywords in the filter item to filter events, and use the separator "&" to separate two or more keywdlids.
BB to query filtered events while cl [ELag to clear the event records in the window.

Event

Notification

Query

» Event Details

Save Position | RAM

Filtering

T T IO T oy

Apr 18 15:57:0h,
Apr 18 15:57:58,
Apr 18 16:0d:50,
Apr 18 16:08:3T7,
Apr 18 16:05:
Apr 18 16:08:52,
Apr 18 16:06: 04,
Apr 18 16:06:11,
Apr 18 16:08:20,
Apr 18 16:08: 28,
Apr 18 16:06: 3,
Apr 18 16:08:
Apr 18 16:08:
Apr 18 16:07:04,
Apr 18 16:07: 16,
Apr 18 16:07:27,
Apr 18 16:07:51,
Apr 18 16:08:17T,
Apr 18 16:09:02,
Apr 18 16:09: 20,
Apr 18 16:00:
Apr 18 16:11:01,
Apr 18 16:11:14,
Apr 18 16:11:21,
Apr 18 16:11:28,
Apr 18 16:11:34,
Apr 18 16:11:35,

T T T
cord 1gurat 1on
corf 1gurat 1on
corf 1 qur st 1on
cord 1gurat 1on
corfiguration change,
corfiguration change,
5B device remowe
USE device conmect
5B device remowe
corfiguration change,
corfiguration change,
aystem time update
corfiguration change,
USE device conmect
5B device remowe
corfiguration change,
corfiguration change,
corfiguration change,
corfiguration change,
USE dewvice conmect
5B device remowe
corfiguration change,
USE dewvice conmect
5B device remowe
corfiguration change,
corfiguration change,
aysten time update

IR Ty
change,
change,
change,
change,

T T T T TT

wia web manager
wia web manager
wia web manazer
wia web manager
wia web manager
wia web manazer

wia web manager
wia web manager

wia web manager
wia web manager
wia web manager

wia web manager
wia web manager

wia web manager

wia web manager
wia web manager

(ciear Jerresn

Event Details

Item

Description

Default

Save Position

SelecttheSs @Sy 14 Q afroddwlIBA&ABNR b +as ®

RAM
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RAM: Randoraccess memory
NVM: NonVolatile Memory

Filter Message | Event will be filtered according to the Filter Message that the user set. Click th¢ Null

LEEN: 6 odzi (FRAVESH GINGSR SOSYiG sAff 0S8 RA.

separate more than one filter message, such as messagel&message?2.

4.5.3NTP

This section allows you to set thelated NTP (Network Time ProtocpBrameters

NTP Status

» Timezone Settings

Time Zone |UTC+08:GG

Expert Setting | | @

 NTP Client Settings

Enable m:]

Primary NTP Server | pool.ntp.org |

Secondary NTP Server | |

NTP Update Interval | 0 | @

» NTP Server Settings

NTP
Item | Description Default
Timezone Settings
Time Zone Click the drop down list to select the time zone you are in. UTC +08:00
Expert Setting Specify the time zone with Daylight Saving Time in TZ environment | Null

variable format. The Time Zone option will be ignored in¢hise Not
ddzLILIR2 NI aSaGidAy3a aLlSOAlt OKIF NI Of

NTP Client Settings

Enable Clickthe toggle button toenable/disable this option. Enable to ON
synchronize time with the NTP server.

Primary NTP Server |9 y (i SNJ LINA Y I NJaddiess or dqm&ilNdaiSeNID & Lt pool.ntp.org

Secondary NTP Serve 9 Y 1 SNJ aSO2y RIINBE b¢t { SNBSNRA& Lt Nul

NTP Update interval | Enter the intervalminutes)which NTP client synchronize the time fron| 0
NTP server. Minutes wait for next updas®d 0 means update only
once.

NTP Server Settings

Enable Clickthe toggle button to enable the NTP server option. OFF
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This window allows you to view the current time of router and also synchronize the router tinkmmtton
to synchronize th&N2 dzi SNJ GAYS A GK t/ Qaod

System Time 2021-01-04 16:03:46

PC Time 2021-01-04 16:03:46 m

Last Update Time 2021-01-04 11:53:57

4.5.4SMS

This section allows you to set SMS parameters. Router supports SMS management, and user can control and
configure their routers by sending SMS. For more details about SMS control, réf2i2&MS Remot€ontrol

SMS SMS Testing

Authentication Type |Password @

~ SMS Management Settings

Phone Number | | @

SMS Mangement Settings

Item Description Default
Enable Click the toggle button to enable/disable the SMS Management option. ON
Note: If this option is disabled, the SMS configuration is invalid.
Authentication Type | { St SOG ! dzi KSy G A OF (i Ad2tyK 2¢y29 ySdzYFENP2YNJ & Password

- Password: Use the same username and password as WEB manager
Fdzi KSYGAOFGA2yd C2NJ SEF YL ST (K
LI aa¢62NRT OYRMT OYRHT X¢
Note: Set the WEB manager password@iystem > User Management
section.
PhonenumyUse the Phone number for authenticating, and user shoulo
the Phone Number that is allowed for SMS manageme&he format of
the SMSshould lOY RMT OYRHT X¢
Both: Use both théPasswordandét K 2 Y Sy daMtidenti#afioNJUser
should set tie Phone Number that is allowed for SMS manageme&he
format of the SMS should ielza SNY | YSY LJ &dag2NRT
Phone Number {SG GKS LK2yS ydzYoSNJ dzaSR F2NJ { a{|Nul
number.
Note: ltcanbe nullwhe®@ K22 aS atlF aag2NRe | a
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User can test the current SMS service whether it is available in this section.

» SMS Testing

Phone Number _
|_ _|
Message
Result
SMS Testing
Item Description Default
Phone Number | Enter the specified phone number which aateive the SMS from router. Null
Message Enter the message that router will send it to the specified phone number. Null
Result The result of the SMS test will be displayed in the result Boxexample, if the
SMS is sent successfully, this result Wwilkkshow "OK".
[ send | Click the button to send the test message. -
4.5.5Email

Email function supports to send the event notifications to the specified recipient by ways of email.

A Email Settings

Enable TLS/SSL - orr J©)
Enable STARTTLS - OFF

Qutgoing Server

Server port 25 |
Timeout (10 | ®
Auth Login Cm ©)
username | |
password | |
om | |
Subject [ ]

RT_UG_R5020_v.100. Dec 29, 2020 117161



Robustel R5020 User Guide @ robustel

Email Settings
Item Description Default
Enable Click the toggle button tenable/disable the Email option. OFF
Enable TLS/SSL | Click the toggle button to enable/disable the TLS/SSL option. OFF
Enable STARTTL] Click the toggle button to enable/disable t8FART Tldption. OFF
Outgoing server | Enter the SMTP server IP Addresgd@main name. Null
Server port Enter the SMTP server port. 25
Timeout {Si GKS YIE GAYS F2NJ aSyRAy3a SYIlAf |10
receive the email over this time, it will try to resend.

Auth Login Use username and passworddathenticate. OFF
Username Enter the username which has been registered from SMTP server. Null
Password Enter the password of the username above. Null
From Enter the source address of the email. Null
Subject Enter the subject of this email. Null

4.5.6DDNS

DDNS, full name Dynamic Domain Name Server, allows a dynamic IP address to be mapped to a fixed domain nan
resolution service, each time a user connects to the network the client program will transmit the dynamic IP address
of the host tothe server program located on the service provider's host through messaging. The server program is
responsible for providing DNS services and implementing dynamic domain name resolution, i.e. DDNS service alloy
you to assign a fixed domain name to the temdynamic WAN IP, and other users can access your host directly
through this fixed domain name, instead of through the dynamic WAN IP address. The router's dynamic WAN IP
address is assigned directly by the ISP.

/ £ A{GBINJBA O S &o sEt thé @ararfieérs for DDNS, the default service provider is "DynDNS".

» DDNS Settings

Service Provider |:DynDNS

Hostname |

Username | |

Password |

2 KSy 4/ dzadi2Yé aSNDAOS LINPOARSNI OK2aSys G(KS 6AYR26 A

~ DDNS Settings

Enable Cm

Service Provider |Custom |

URL | |
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DDNSSettings
Item Description Default
Enable Clickthe toggle button teenablddisablethe DDNSption. OFF
ServiceProvider { St SOG GKS 55b{ acNIIEDEHTRARIY
G/ dzadi2Y¢ @
za U _ _ DynDNS
Note: the DDNS service only can be used after registered by
Corresponding service provider.
Hostname Enter thehostnameprovided bythe DDNS server Null
Username Enter hie usernameprovided bythe DDNS server Null
Password Enter the passworgrovided bythe DDNS server. Null
URL Enter the URL customized by user. Null
Status Disabled
Last Update Time
DDNS Status
Item Description
Status Display the current status of the DDNS.
Last Update Time Display the date and time for the DDNS was last updated successfully.
4.5./SSH
Router supports SSH password access and skeyedccess.
Enable m:]
Port |22
Disable Password Logins Cm
SSH Settings
Item Description Default
Enable Click the toggle button to enable/disable this option. When enabjed,can| ON
access the router via SSH.
Port Set the port of the SSH access. 22
Disable Password Logir Click the toggle button to enable/disable this option. When enabled, you| OFF
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cannot use username and password to access the router via SSH. In th
caseonly the key can be used for login.

A Import Authorized Keys

Authorized Keys [\ Choose File | No file chosen ]m

Import Authorized Keys

ltem Description

Authorized Keys This is valid when disabling password login is enabled. Importing a correct publ
from your computer to the router will allow users to SSH directiihe router
without a password.

4.5.8lgnition

This section is used to configure the parameters of Ignitignition is an application for the dcar ignition sensing.
Ignition and POE function can only choose one or the other.

Delay shutdown |-6D | @

» General Settings

General Settings

Item Description Default

Enter the time in seconds you want to delay power down. The timeour

60
delayed power down is 60 seconds to 3600 seconds.

Waiting time

4.5.9GPS

This section is used to configure the parameters of GPS. The GPS function can loohtaiarte location
information and report it to the designated server. The R5020 does not have a separate GPS module and the locatic
data comes from the cellular module.
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GPS

A General Settings

Enable GPS

EI
-
-

Sync GPS Time

A RS232 Report Settings

Report to RS232

g

Report GGA Sentence

Report VTG Sentence -

=]
5
-

=]
5
-

Report RMC Sentence

EI
=
-

Report GSV Sentence

Index Enable Protocol Local Address Local Port Server Address Server Port +

» Advanced Settings

Add SN as GPSID ®@
Self-define GPSID Prefix [ ] @
GPS
Item Description Default
GeneralSettings
Enable Click the toggle buttoto ON to enable GPS. OFF
Synchronized GPS
Ti{ne Click the toggle button to ON to synchronize GPS time. OFF
RS232 Report Data Settings

Reporting data
thrsugh 38232 Reporting GPS Information by RS232. OFF
Reporting GGA

> _g Reporting GGMformation. OFF
Information
Reporting VTG

> _g Reporting VTG Information. OFF
Information
Reporting RMC

> _g Reporting RMC Information. OFF
Information
Reporting GSV . .

: Reporting GSV Information. OFF

Information
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Click the Add button in the GPS server window, andotiméocol defaults to "TCP Client" as follows:

A Server Settings

—
=
—J

Index

Enable

IE

Protocol TCP Client

I

Server Address

)

Server Port

Send GGA Sentence

Send VTG Sentence

Send RMC Sentence

gEEn

Send GSV Sentence

Counmi J oloe ]

When selecting "TCP Server" as the protocol, the window appears as follows:

A Server Settings

Index [ 1 ]
enavie ()
Protocol TCP Server !

Local Address

Local Port

Send GGA Sentence

Send VTG Sentence

Send RMC Sentence

Send GSV Sentence

: I OE
THTHT
ol N
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When selecting "UDP" as the protocol, the window appears as follows:

)

Index

2l

Enable

Protocol uDP

Server Address

l
l

Server Port

Send GGA Sentence

Send VTG Sentence

Send RMC Sentence

Send GSV Sentence

gEEn

@ robustel

GPS Data Forwarding Settings
Item Description Default
Index Indicate the ordinal of the list. --
Click the toggle button to "ON" to enable the GPS data forward
Enable ) 99 ON
settings.
Select "TCP client", "TCP server" or "UDP" as the protocol.
TCP Client: When the router acts as a gl{igit, it starts up
with the TCP server (GPS server). The address of the sery
Protocol supports both IP and domain name. T Client
TCP server: The router acts as a TCP server (GPS server)
listens for connection requests from TCP clients.
UDP Router as a UDP client.
S dd
erver a_ ress Set the address of the TCP server. Null
@TCP client
Server port
. . Set the port of the remote TCP server Null
@TCP client
Local address Set the local address of the router as a TCP server. Null
Local port Set the local port of theouter as a TCP server. Null
Server address
Set the address of the TCP server Null
@UDP
Server port @UDP| Set the port of the remote TCP server. Null
Send GGA ) L
. ) Send GGA information in NMEA format OFF
information
Send VTG . .
. : Send VTG information NMEA format OFF
information
Send RMC ) L
. , Send RMC information in NMEA format OFF
information
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GPS Data Forwarding Settings

Item Description Default
\V/

Send Gs Send GSV information in NMEA format OFF

information

A Advanced Settings
Add SN as GPSID ®@

Self-define GPSID Prefix [ ] @

Advanced Settings

Item Description Default

Click the toggle button to enable/disable tlaption. When enabled, the

Add SN as GPSID _ .
SN is appended to the NMEA message as a GPSID before transmissi

OFF

Seltdefine GPSII

Prefix Customize the GPSID prefix with-aapital letter prefix. Null

Click the Status bar to view the current GPS status;

» GPS Status

Status Mot Fixed
UTC Time 2017-09-15 07:18:23
Last Fixed Time 2017-09-14 12:36:58 UTC
Satellites In Use 4
Satellites In View 12
Latitude 23.1534988
Longitude 113.4013826
Altitude 29.0 m

Speed 1.947 m/s

GPS Status

Item Description

Status Shows the current GPS status of the router.

Shows the UTC of satellite.
Note: UTC is the world's unified time, not local time.

uTcC

Final positioning
time

Number of
satellites used

The time of the last successful positioning.

Number of satellites used
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GPS Status
Item Description
';'a‘iglti’teersc’f visible | \umber of visible satellites
Latitude Shows the Latitude information of the router.
Longitude Shows the longitude information of the router.
Height Shows the height information of the router.
Speed Shows the speed information of the router.

Click the Map bar to view the current geolocation.

L & x

* 4
¥ B i«*% i -
y H e sre ~ -
L o =R @é’
e - (T17% S

i
#
ey £ < - -8 %
g ik R ﬁfﬂﬂ\u,ﬁﬂﬁlﬁm s S et =
- ME gl . &
£ & / AR T HER - ke tvenoe m - — B
% 2 v P (Ridch) ’g
=y & = % . E
g | u & # o h
SHEE WE (i) L2 ;Fi T
| : e 2 i 4
i PRS- —, ] -
£ M %-gﬂiiﬁ_- 515 fbfﬂ_ TR 515 =

] SN 1= Ed
& : g Lathag] S15 2
& : SE
a &= ' ,?—_ﬁ/—:)k' ?;l
" g AR -

GG TSR F

o e R S, f L
%\ 2
. g
\ 3
% 4 \ q
T E R R B O
y - <. S |m e
—_— - ’ ﬁi‘rﬂ_?cl‘ﬂiéi' GEigd) —RERE =
: Lg'sf % #
W = ! &
o

""""" Lt R/ L : »
B i Lt 4°
i = = = &
Bl B (REP) i
L =

View In New Tab

4.5.10Neb Server

This section allows you taodify the parameters of Web Server.
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Web Server

A General Settings

HTTP Port |80 | ®

HTTPS Port 443 | ®

General Settingg Web Server

Item Description Default

HTTP Port 9YGSNI GKS 1 ¢¢t LIRNI ydzyYoSNJ e2dz 41|80
Web serverport 80 is the port that the server "listens to" or expects to recei
from a Web client. If you configure the router with other HTTP Port number
except 80, onlyadding KI & L2 NI ydzYoSNJ §KSy &2
Server.

HTTPS Port 9YGSNI GKS 1 ¢¢t{ LIR2NI ydzYoSNI &2dz 4|443
Web serverport 443 is the port that the server "listens to" or expects to
receive from a Web client. you configure the router with other HTTPS Port
ydzYo6 SN SEOSLIi nnosx 2yfé | RRAy3 (K
Web Server.

Note: HTTPS is more secure than HTTP. In many cases, clients may be
exchanging confidential information with a server,igfhneeds to be secured i
order to prevent unauthorized access. For this reason, HTTP was develops
Netscape corporation to allow authorization and secured transactions.

This section allows you to impdtte certificatefile into the router.

A Import Certificate

Import Type [CA

HTTPS Certificate [\ Choose File | No file chosen ]m

Import Certificate
ltem Description Default
Import Type {StSOG FNRBY da/!'$é¢ YR atNAGFGS YSeé|CA
CA: a digital certificate issued by CA center
Private Key: a private key file
HTTPS Certificate / t A O] 2y &/ K22a&S CAft S¢ ydugcorhpatéaidSheni| --
Ot AO] GLYLIRNIE¢ (2 AYLERNI GKA& FAES

45.11 Advanced

Router advanced settings including system settings and reboot
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System

» System Settings

Device Name |router | @

User LED Type |None ®@

System Settings

Item Description Default
Device Name St the device name to distinguish different devices you have instalkdati router
characterareaz, AZ, 09, @, .;, #, $,and*.
UserLED Type |{ LISOAFTe (KS RAALIX & (eL)S 2F @&2dzNJ ! | None
GLt aS0¢ o

None: Meaninglesimdication, and the LED is off

SIM:show the sim status.

OpenVPN: USR indicator showing the OpenVPN status

IPsec: USR indicator showing the IPsec status
NoteY¥Y C2NJ Y2NB RS{GFAfa Fto2dzi !'{w AYyR

» Periodic Reboot Settings

Periodic Reboot | 0 | @
Daily Reboot Time | | @
Reboot
Item Description Default
Periodic Reboot Set the reboot period of the router. 0 means disable. 0
Daily Reboot Time | Set the daily reboot time of the router, you should follow the formatts: Null
MM, in 24htime frame, otherwise the data will be invalitleave it empty mean
disable.

4.6 System

4.6.1Debug

This section is used to view and generate the system operation logs and diagnostiCla&iervice > System Log >
System Log Settings open the system log.
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Syslog

» Syslog Details

Log Level | Debug
Filtering | | @
Feb 27 14:29:07 rowter uszer. debug link manager [B42]: target link WWANI, state Connected -

Feb 27 14:29:07 router user. info link_manager [342]: WWANI ping test success

Feb 27 14:29:23 router user. debug modemd[876] : HIUSATE:

“DOR4E103012600820251 82860F 5000550053004 90040536 1 5E 94 TR 288F0A01 S0TCEES4C 1 A3ASS 350 AF0A02E06C 53901 A854 C8EC1 8F0
ANGEMFEFAC] 1ATODEZA] SFOCMB0RZ4RATIAR 2R4E 1AR 3R EF 040 5E0AD 1 91CF4E 135334 8F DADAS0T2TAROE 0T 8 3CH 305"

Feb 27 14:31:23 router user. debug modemd[S876] : HIUSATE:

“DOR4E103012600820251 82860F 5000550053004 90040536 1 5E 94 TR 288F0A01 S0TCEES4C 1 A3ASS 350 AF0A02E06C 53901 A854 C8EC1 8F0
ANFEMFEFAC] 1ATODEZA] SFOCMA0AZ4BATIAR 254 E 1AR 386 8F 040 5E0AD 1 91CF4E 135334 8F DADAS0T2THAOE 0T 8 3C 305"

Feb 27 14:33:23 router user. debug modemd[S876] : HIUSATE:

“DOR4E103012600820251 82860F 5000550053004 90040536 1 5E 94 TR 288F0A01 S0TCEES4C 1 A3ASS 350 AF0A02E06C 53901 A854 C8EC1 8F0
ANFEMFEFAC] 1ATODEZA] SFOCMA0AZ4BATIAR 254 E 1AR 386 8F 040 5E0AD 1 91CF4E 135334 8F DADAS0T2THAOE 0T 8 3C 305"

Feb 27 14:34:07 router user. debug link_manager [842]: WWAN! (wwan) start ping test

Feb 27 14:34:07 rowter uzer. debug rping [16182] 1 start ping 8.8 8.8 (wwran)

Feb 27 14:31:07 router user.debug rping [16182]: PING 8.8 8.8 (8. 8. 8.8) from 10.122.7T4.11: 16 data bytes
Feb 27 14:34:07 router user. debug rping [16182]: 24 bytes from 8. 8. 8.8: zeE( t11=52 time=324. 080 n=

Feb 27 14:34:07 rowter uzer. debug rping [16182] :

Feb 27 14: router user.debug rping [16182]: -— & 8.8.8 ping statistics —-

Feb 27 14:3:07 router user. debug rping [16182]: | packetz transmitted, | packets received, % packet lozs

Feb 27 14:
Feb 27 14:

07 rorter uzer. debug rping [16182] 1 round-trip min/ave/max = 324. 0804324, 080/324. 080 m=

10T router user.debuz link manager [842]: recw action ping_success from rping

Feb 27 14:3:07 router user. debug link manager [842]: target lirk WWAN1, state Connected

Feb 27 14:34:07 rowter uzer. info link manager [342]: WAN] ping test success

Feb 27 14:35:23 router user. debug modemd [8T6]: +HCUSATE:

“D0G48103012500820281 82850F 00055005 300490040536 1 5E 3475 288F0A0L 80TCEERAC 1 63488 3508F0AD2E 06C 83501 ABB4CEECL 8FD
AD3E04FEFECL 16TODE2A1 BFOCOMB0624EF 73484 254E 145 385 8F DA05E06D4 1 91CF4E 1353348F 040680 T2T960EOTI3C 305"

[ManuaIRefresh m m

EEEREARE R AR
=
=

» Syslog Files

Index File Name File Size Modification Time

1 messages 112612 Mon Feb 27 14:35:23 2017 a8

» System Diagnostic Data

System Diagnostic Data
System Diagnostic Data

@ robustel

Syslog
Item Description
SyslogDetails
Log Level Select foY  ébbigg >nfoél E otideb I ar@é2>rroté9 ¢ K A Qdiv tohitykR TYielower
level will output more syslog in detalil.
Filtering 9y GSNI GKS FTAfGSNAY3I YSaalr3dasS olaSR 2y (K
YSaal 38y &4dzOK | a a1Se62NRMI|S@62NRHED
Refresh { St SOG FTNRBY dalydadf wSFTFNBakKéz ap {SO2YyR
can select these intervals to refresh the log informatitisplayed in the follow baxf
aSt SOGAyY 3 G youghmkdiclichuie FeldS i Hatbo to refresh the syslog.
m Click the button to clear the syslog.
m Click the button to refresh the syslog.
Syslog Files
Syslog Files Only when logging is enabled n S NIJA OS B { & afileSwill bp displaygd inhys|
list. The logs are generated in one file of 200k size, and up to 6 system log files can be
displayed. 5 files with the file name of messagesO~messages4 are old logs, and the late
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‘ system log file messages will be on top.
System Diagnosing Data

Click to generate the syslog diagnosing file.
Click to download system diagnosing file.
4.6.2Update

This section is used to upgrade the router system to import and update the firmware file to implement the system
update. Import a firmware file from your computer to your router aclitk X8 (o start the upgrade process.

And follow the system prompts to rebt the device to complete the firmware update.

Note: To access the latest firmware file, please contact your technical support engineer.

A System Update

File || Choose File | No file chosen |

4.6.3App Center

The router supports App import. You can import and install the app directly in this application, aod tied device
according to the system prompt. After successful installation, the app will be displayed in the "Services" column,
while other VPN apps will be displayed in the "VPN" column after installation.

Note: After importing the applications to theouter, the page display may have a slight delay due to the browser
cache It is recommended that you clear the browser cache first and log in the router again.

For more information about APP Center, refer to http://www.robustel.com/products/app-center/

A App Install

File [‘ Choose File | No file chosen ]@

The successfully installed app will be shown in the following list, 2t uninstall theapp.

A Installed Apps

Index Name Version Status Description
1 vITp 3.0.0 Stopped VRRP Daemon X
2 language_chinese 3.0.0 Stopped Chinese language X ‘
App Center
Item | Description | Default
App Install
File /I tA01 2y &/ K22aS CAtSe¢ G2 f20FdGS GK-
EZEET to import this file into your router.
Note: File format should bexx.rpk e.qg.R5020-robustlink1.0.0.rpk
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App Center
Item Description ‘ Default

App Install

Installed Apps
Index Indicate the ordinal of the list. -
Name Show the name of the App. Null
Version Show the version of the App. Null
Status Show the status of the App. Null
Description Show the description for this App. Null
4.6.4Tools

This section provides usetweetools: Ping, Traceroutand SnifferThe Ping tool is used to detect the network
connectivity of the router.

Ping Traceroute Sniffer

IP Address | |
Number of Request | 5 |
Timeout | 1 |
Local IP | |
Ping
Item Description Default
IP address Enter the pin@ @estination IP address destinationdomain. Null
Number ofRequests | Specify the number gfingrequests. 5
Timeout Specifythe timeout of ping request. 1
Local IP Specify the local IP from cellular WAN, Ethernet WAN or Ethernet LAN. Nt Null
stands for selecting local IP address from these tlang®matically.
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Click this button to start ping request, and the log will be displayed in the
follow box.

Click this button to sip ping request

A Traceroute

Trace Address |

Trace Hops |30 |

Trace Timeout | 1 |

RT_UG_R5020_v.100.

Traceroute

Item Description Default
Trace Address Enter the trac€ destination IP address destinationdomain. Null
Trace Hops Specify the max trace hops. Router will stop tracing if the trace hops has n 30

max value no matter the destination has been reached or not.
TraceTimeout Specifythe timeout of Traceroutaequest. 1

Click this button to start Traceroute request, and the log will be displayed i --
m the follow box.

Click this button totep Traceroute request -
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rig Tracerows wirer

Interface | all

Host |

Packets Request | 1000

ﬁ|
ﬁ|
Protocol | All

Status ( )

- Capture Files

Index File Name File Size Modification Time
1 18-04-18_16-17-29.cap 24 Wed Apr 18 16:17:30 2018 ﬁ x
Sniffer
Item Description Default
Interface Choose the interface according to ydtthernet configuration. All
Host Filter the packet that contain the specify IP address. Null
Packets Request Set the packet number that the router can sniffer at a time. 1000
Protocol {StSOG FTNRY al!fftéxr aLtéX a¢/téx dAl
Status Show thecurrent status of sniffer. -
m Click this button to starthe sniffer. --
Click this button to gip the sniffer. Once you click this button, a new log file| --
will be displayed in the folloimg List.
Capture Files Every times of sniffer log will lmaved automatically as a new file. You can fi --
the file from this Sniffer Traffic Data List andk 2 to download the log, click
Xto delete the log file. It can cache a maximum of 5 files.

4.6.5Profile

This section allows you to import or export thenfiguration file, and restore the router to factory default setting.
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Profile Rollback

» Import Configuration File

Reset Other Settings to Default Cm @
Ignore Invalid Settings m:] @

XML Configuration File || Choose File | No file chosen |m

» Export Configuration File

Ignore Disabled Features Cm @
Add Detailed Information Cm @
Encrypt Secret Data m:] @
XML Configuration File
» Default Configuration
Save Running Configuration as Default m @

Restore to Default Configuration

Profile

Item Description Default

Import ConfigurationFile

Reset Other Settingsto |/ f A O]l GKS (233tS o6dzidi2y | a a&hb§OFF
Default settings.

Ignore Invalid Settings | Clicki KS (233t S o0dzid2y Fa ahbé (2 |OFF

XML Configuration File | Click ol Cheose File to locate the XML configuration file from your --
computer, and then clkmto import this file into your router.

ExportConfigurationFile

Ignore Disabled Features GKS (G233¢tS o6dzid2y | & d&hb§OFF

Add Detailed Information GKS (233tS o6dzid2y | & d&hb§OFF

Encrypt Secret Data /I fAO01 GKS (233tS adhézSelrgiatal & G hb § ON

XML Configuration File | Clik [Eauasig button to generate the XML configuration file, and click| --
=0t export the XML configuration file.

Default Configuration

Save Running Click button to save the current running parameters as defaul{ --
Configuration as Default | configuration.

Restore to Default ClickkNBaili2NB¢ odzitzy G2 NBadz2NB -
Configuration

Rollback

» Configuration Rollback

Save as a Rollbackable Archive m @

» Configuration Archive Files

Index File Name File Size Modification Time
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Rollback

Item Description ‘ Default
Configuration Rollback

Save as a Rollbackabl Create a save point manually. Additionally, the system will create a sav| --
Archive point every day automatically if configuration changes.
Configuration Archive Files
Configuration Archive | View the related information about configuration archifides, including -
Files name, size and modification time.

4.6.6User Management

This section allows you thangeyour username and password, and createm@anage user account&ne router has
only one super usarho has the highest authoritto modify, addand manageother common users.

Super User Common User

- Super User Settings

New Username [ ] @

old Password | | ®

New Password [ ] ®@
Confirm Password | |

SuperUser Settings
Item Description Default
New Username Enter a new username you want ¢oeate, Ifyou do not want to change Null
username, leave it blank-32 characters, valid characterszaAZ, 09, @, #,
$ ., %
Old Password 9YGSNI GKS 2fR LI aag2NR 27T -8kt Null
valid characters:a, AZ, 09, @, #, $, ., *, }
New Password Enter anew passworg/ou want to create, 82 characters, valid characters: | Null
az,AZ,09 @, # %, ., % 4
Confirm Password | Enter the new password again to confirm. Null

» Common User Settings

Index Role Username
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Cli ¥ button to add a new common us€Fhe maximum rule count is 5.

Common User

» Common Users Settings

Index |1 ]
Role |[Visitor
seermame. | B
Password | | ®

Common UseBettings

Item Description Default
Index Indicate the ordinal of thédist. -
Role { St SO isibiNR NFdfor db Visitor

Visitor. Users only can view the configuration of router under this level
Editor. Users can view and set the configuration of router under this level

Username Setthe Username5-32 characters, valid characterszaAZ, 69, @, #, $, ., *, - Null

Password Set the password,-82 characters, valid characterszaAZ, 09, @, #, $, ., *, & Null
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Chapter 5 Configuration Examples

5.1 Cellular

5.1.1Cellular DialUp

This section shows you how to configure the primary and backup SIM card for Cellulgr. Cahnect the router
correctly and insert two SIM, then open the configuration page. Under the homepage meninteitkce > Link
Manager > Link Manager > Genéfettingg OK22aS d221 bwmé & GKS LINRYI NE f
YR &S a/2tR .1 0O1dzL¥ a GKS o0 O1dzZld Y2RSZ (KSy OfAO0O
Note: All data will be transferred via WWAN1 when choose WWANL1 as the primary link and set backup mode as co
badkup. At the same time, WWAN?2 is always offline as a backup link. All data transmission will be switched to
WWAN2 when the WWANL1 is disconnected.

Link Manager

» General Settings

Primary Link  [WWAN1 ©)
Backup Link [WwAaN2

Backup Mode | Cold Backup ®

Revert Interval [o ] ®

Emergency Reboot Cm @

A Link Settings

Index Type Description Connection Type
1 WWAN1 DHCP [
2 WWAN2 DHCP L’}
3 WAN DHCP =
B WLAN DHCP 2

Click the edit button of WWANL to set its parameters according to the current ISP.

Link Manager

» General Settings

Index [1 ]

Type [WWAN1

Description [ ]
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~ WWAN Settings

Automatic APN Selection m

Dialup Number [*99***1#

Authentication Type [Auto v |
Switch SIM By Data Allowance Cm @
Data Allowance [D ] @

@

Billing Day [ 1

I

» Ping Detection Settings

enable [ )
Primary Server [8.8.8.8 ]
Secondary Server [114.114.114.114 ]
Interval [300 ] ®@
Retry Interval [5 ] ®@
Timeout [3 ] ®@
Max Ping Tries [3 ] ®@

» Advanced Settings

NAT Enable m:]

10000

Upload Bandwidth

Download Bandwidth 10000

Overrided Primary DNS

Overrided Secondary DNS

— oy
)

Debug Enable

Verbose Debug Enable Cm

When finishedg¢lickSubmit > Save & Applipr the configuration to take effect.

The window is displayed below by clickingerface > Cellular > Advanced Cellular Settings

Cellular Status AT Debug

» Advanced Cellular Settings

Index SIM Card Phone Number Network Type Band Select Type

1 SIM1 Auto All =
2 SIM2 Auto All #
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Click the edit button of SIM1 to set its parameters according to your application request.

Cellular

» General Settings

Index

SIM Card

]
SIM1
|
| ®

Phone Number

PIN Code
Extra AT Cmd | @
Telnet Port |0 | @

A Cellular Network Settings

Network Type [ﬁ.uto @

Band Select Type |:.C\|| @

» Advanced Settings

Debug Enable

Verbose Debug Enable

o [
o o

When finished, clicBubmit > Save & Applipr the configuration to take effect.

5.1.25SMS Remote Control

The routersupports remotecontrol via SMSYou can use following commands to get the status of the router, and set
all the parameters. There are thréedzi KSy G A O A2y GeéLJSa TFT2NJ {a{ O2Yy (NPTt d
Gt K2y Sydzyé 2N d. 20 KE®

An SMS command has the following structure:

1. Passwordmode! & SNY I YSY tl da62NRT O ¥Rilble foderdyplonenmiber)T X OY R

2. Phonenummodet 8362 NRT OYRMT (@QavaRabld whénvtie SWIS was sénY fRoyi the phone
number which had been added in R5@28 LK 2y S 3 NP dzLJO &

3. Bothmode-! &SNY I YSY tlaagég2NRT O(dRiaile wder el IMS @as RemtTromdti@Y Ry

phone nunber which ha beenadded in R50204 LJK 2y S 3 NP dzLJO &
Note: All command symbols must be entered in the kaifjle mode of the English input method.

SMS command Explanation:
1. User name anéassworduse the same username and password as WEB manager for authentication.
2. cmdl, cmd2, cmd3 to Cmdithe command format is the same as the CLI command, more details about CLI cmd
please refer tadChapter 6introductions for CLI
Note: Download the configure XML file from the configured web browser. The format of SMS control command
can refer to the data of the XML file.
Go toSystem > Profile > Export Configuration Fittick [Eaegeg o generate the XML file and di{[Eraaed
to export the XML file.
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Profile Rollback

» Import Configuration File

Reset Other Settings to Default Cm @
Ignore Invalid Settings m:] @

XML Configuration File [| Choose File | No file chosen ]m

» Export Configuration File

Ignore Disabled Features Cm @
Add Detailed Information Cm @
Encrypt Secret Data m:] @
XML Configuration File
» Default Configuration

Save Running Configuration as Default m @

Restore to Default Configuration

XML command:

<lan>

<network max_entry_num="2">

<id>1</id>

<interface>lanO</interface>

<ip>172.16.24.24</ip>

<netmask>255.255.0.0</netmask>

<mtu>1500</mtu>

SMS cmd:

set lan network 1 interface lanO

set lan network 1 ip 172.16.24.24

set lan network 1 netmask 255.255.0.0

set lan network 1 mtu 1500

¢tKS aSYAO2f2y OKINIOGSNI oWTQ0 A& dzASR (2 aSLINYGS
E.g.

admin:admin;status system

In this commanddza SNY | YS padsward-igR YR Yahgthe function of the command is to get the
system status.

SMS recived:

hardware_version = 1.1

firmware_version = 3.1.0

firmware_version_full ="3.1.0 (Rev 3527)"

kernel_version = 4.9.152

device_model = R5020

serial_number =""

uptime = "0 days, 00:02:55"

system_time = "Thu May 14 05:51:56 2020 (NTP not updated)”

W
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ram_usage = "389M Free/448M Total"
admin:admin;reBoot

Ly GKA&a O2YYIlIYRI dZASNYIYS A& GFRYAYES LI aag2NR AA
SMS received:

OK

admin:admin;set firewall remote_ssh_access false;set firewall remote_telnet_actaise

Ly G4KAa O2YYlFYyRI dzASNYyIYS A& aGFRYAYEéS LI aagz2NR Aa

remote_ssh and remote_telnet access.
SMS received:

OK

OK

admin:admin; set lan network 1 interface lan0;set lan network 1 ip 172.16.24.24;set lan networkttnask
255.255.0.0;set lan network 1 mtu 1500

Ly GKAa O2YYlIYyRX dzZASNYIFYS Aada dalFRYAYES LI aa62NR AA
the LAN parameter.

SMS received:

OK

OK

OK

OK

5.2 VPN Configuration Example

5.2.11Psec VPN

IPsec VPN example topology (the &#8H SA parameters must be configured on the server and client):

PC1 PC3

LAN " W LAN
% IpsecVPN-Servei £ - IpsecVPN-Client %

y-

10.0.0.0/24 WAN:58.1.1.1'. 192.168.1.0/24

_ <. Internet
I T J

_/J

PC2 -l LT PC4

The configuration of server and client is as follows.

IPsec VPN_Server:
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Cisco 2811:
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